HOSTING OF BROAD DETAILS FOR AoN ACCORDED BY DAC
UPGRADATION OF SECURITY AND FIRE FIGHTING INFRA
IN 16 X AMMUNITION DEPOT AT 20 LOCATIONS

PART-I

RECOMMENDED FOR SHARING WITH INDUSTRY POST ACCORD OF AoN

AoN Date : 16 Mar 2023.

Item Description : Upgradation of Security and Fire Fighting
Infra in 16 x Amn Depots at 20 locations
as per broad details attached.

Quantity ; 16

Categorisation : ‘Buy (Indian-IDDM) with minimum of 50% IC
iaw Chapter-I of DAP 2020 on Turnkey
basis iaw Para 32 of Chapter-ll of

DAP 2020.
Special Instruction on Trial, if any : As per DAP 2020.
Offset is applicable : NA.
ToT if applicable : NA.
Any other special Instructions (@) Selection of Vendor for project

implementation and Consultants for
Project Management Consultancy will be
carried out through a multi-Vendor
Selection Process at competitive bidding.
Separate RFPs to be issued for project
implementation and Project Management
Consultancy.

(b) AHQ to ensure indigenous sourcing of
critical components in accordance with
MoF policy order No (Public Procurement
No 4) F-7/10/2023-PPO (1) dt 23 Feb 2023
pertaining to restriction under Rule 144 (xi)
of GFR 2017.

(c) It is to be ascertained that no
company linked to the company which has
prepared the DPR will be participating in
the bidding process for  project
management consultancy or project
execution.

Contact Details

Directorate General of Ordnance Services (OS-7)
MGS Branch, Room No-116, D-Il Wing, Sena Bhawan
Integrated HQ of MoD (Army)

DHQ PO — New Delhi -110105

Tele Number — 011-21410489

Email ID — oosdte@gmail.com




BROAD DETAILS OF AON FOR UPGRADATION OF SECURITY AND
FIRE FIGHTING INFRASTRUCTURE IN 16 x AMMUNITION DEPOTS AT
20 LOCATIONS

Introduction.

(a) Nomenclature. Upgradation of Security and Fire Fighting Infrastructure
in 16 x Ammunition Depots at 20 locations.

(b)  Sponsor Directorate. Directorate General of Ordnance Services (OS Dte).

(c) Brief Description. Increased security threats and recent incidents of fire in
Ammunition Depots warrant an immediate upgradation of the existing archaic
‘Security and Fire Fighting (FF) Infrastructure’ currently found in all the
ammunition installations of Ordnance. Therefore, there is a need to acquire force
multipliers in terms of modern Security and FF Systems, which would not only be
economical in terms of resources but also be potent to ward off any threat.
Directorate General of Ordnance Services, Integrated HQs of Ministry of Defence
(Army) invites response from interested vendors with proven track record to
undertake Project for ‘Upgradation of Security and Fire Fighting Infrastructure
in 16 x Ammunition Depots at 20 locations’ located in various parts of the country
and meant to store defence explosives of all types, on a Turnkey basis as per the
provisions contained in Para 32 of Chapter-1l of DAP-2020. Vendors must submit
their response as per format attached as Appendix ‘A’ and Appendix ‘B’.

(d)  Objective. The main objectives of the Broad Details of AoN are as
follows:-

(i) To identify potential Vendors for implementation of Project.
(i) To generate inputs for the RFP.

(iii) To determine any Conditions Precedent.

Important Parameters.

(@) Operational Requirements. Considering the prevalent security environment
and the sensitivity as well as cost and importance of ammunition held at Ammunition
Depots, there is an inescapable requirement to modernise Security and FF
Systems on priority at 20 locations.




(b)
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Locations. The locations where the Upgradation of Security and Fire

Fighting Infrastructure is proposed will be communicated by the user (MoD/ DGOS)
during the RFP Stage. The places where the Security and Fire Fighting Infrastructure
is proposed to be upgraded occupy varying area which is enumerated below:-

(c)

Location Approx Area (In acres)
Place-1 686
Place-2 620
Place-3 491
Place-4 1407
Place-5 502
Place-6 560
Place-7 522
Place-8 879
Place-9 856

Place-10 1500

Place-11 2016

Place-12 2211

Place-13 62.39

Place-14 45

Place-15 1728

Place-16 1235

Place-17 1466.162

Place-18 1340

Place-19 2196.28

Place-20 70

Total 20392.832

Technical Requirements. The technical specifications of the proposed

equipment/systems reqd for upgradation is attached at Appendix ‘C’. Equipment
which is required to be installed and offered by the vendor must be of same or higher
technical specifications as suggested in Appendix ‘D’. The equipment offered with
lower technical specifications will not be accepted. A summary of equipment required
to be installed for the project is as under:-

S. No

Equipment Description

(i)

Surveillance IP System - Thermal Camera (13 MM, 19 MM,35 MM, 60 MM),
PTZ Camera

Lighting System along the periphery - Pole, LED Unit & Central Control Unit

PA System - Speakers with AMP, command and control software

Cabling - Cat 6 cable, Power Cable and PA System Cable

Establishment of Security Network - Firewall, CAT-6 1/0 Outlet, SFP
Modules

Power - UPS 30+30 KVA and DG set

Fire Alarm System - for all important fire risk locations

Locking /Security System - Guard Tour Management, key, guard locks

Command & Control Centre - C4l Integration of all sensors for intrusion
detection system, access control

Communication System with Voice logger - Line exchange, Radio
Interoperability System and radio sets

Civil Infrastructure & Allied Services - Gate redesign and C4l control room
design

Barriers for gates - Crash and Boom Barrier, Gate automation




(d)

Scope of the Work.

(i) Intrusion Detection and Surveillance System. Thermal cameras of
different specification are proposed to be installed along the perimeter on
poles to capture the presence of intruder. The cameras should be connected
through buried cable sensor which is to be connected to display at central
location. The thermal cameras on intrusion should trigger the alarms in central
location and focus the PTZ Cameras and perimeter lighting on the intrusion
site.

(i)  Access Control System (Locking System). Each location should
have a workstation to keep record of the guard/patrolling parties patrolling the
perimeter to record their presence at each designated check point. The data
collected should be fed to the workstation. It should record the time of
reaching the check point and also the interval between the check points.
Check points may consist of magnetic strips, RFIDs, NFC or optical barcodes.
Its main features should be as under: -

(aa) Secure login via a control key and a PIN code.
(ab) Supports remote programming device management.
(ac) Manages and creates:-
(aaa) Access permissions.
(aab) Audit trails — including activities from remote devices.
(aac) Time-based authorization.
(aad) Recurring validation.
(aae) Reports.
(ad) Enables system grouping into manageable domains.
(ae) Allows remote key programming.
(af)  Key and personnel management.

(i)  Quick Reaction Capability. A safety and security vehicle that
increases the response capabilities as a mobile operational unit is proposed.
This Veh fitted with GPS, Portable Video camera, Siren with PA system,
Radio communication and fog light & flash light will provide a “look-up and
see” capability to cover wide area of security operation. The flexible modular
architecture of the system installed will enable progressive system growth with
connectivity to command & control center. The Quick Reaction vehicle will be
a fully customizable all-terrain vehicle unit with rapid deployment capability in
all weather conditions.

(iv)  Fire Fighting System (Remote Control Monitor). Main objective of
Remote Water Cannon spraying system is to fight fire with water and foam
application by remote cannons, hand held nozzles in case of fires in shed
areas, surrounding areas including grass fires etc. The water cannon needs to
be connected with existing Static Water Tank (SWT) through Fire Water
Hydrant Line. Remote Control Monitor system should consist of Water
Cannon, Monitor assy with motor, proximity sensors, junction box and panel
for it to be operated remotely.




(v) Fire Detection System for WP Shed. Flame detectors (IR and UV
type of detectors) ammunition is proposed. They are required to detect
the fire in early stage and should trigger alarm in time which be
suppressed by Remote Control Monitors installed near by the ammunition
sheds.

(vi) Communication System. The broad purpose for providing
Communication System is to upgrade existing communication facility and
propose an efficient communication system with redundancy in terms of line
communication to effectively control the suggested Security and Fire Safety
system. The system is proposed to include the following:-

(aa) Radio sets for all guard posts.

(ab) Line communication for all guard posts.
(ac) IP based PA System.

(ad) Line Exchange 200 Line.

(ae) Radio Interoperability System.

(vii) Integrated Command & Control Centre. The Integrated Command
and Control Center is required to receive input from different sources (field
devices like ultra HD fixed camera, outdoor PTZ cameras, perimeter thermal
cameras, internal thermal PTZ cameras, RCM etc.) installed in the
Ammunition Depot. Feeds from these sources needs to be assimilated,
analyzed and visualized over single platform resulting in aggregated depot
level information, thus providing integrated single view to operators and
stakeholders. This aggregated depot level information needs also to be
transmitted to relevant stakeholders for appropriate responses and
information.

(vii) Power Backup for Depot. DG set are required to be installed in the
depots for catering the emergency power, as for the security related
requirements alternate power backup system is required. Adequate rating
UPS power system and DG Set is required in each depot for power backup.

(ix) Video Management System (VMS). The system brings together
physical security infrastructure and operations by using the IP network as the
platform for managing the entire surveillance system. End users need to be
provided with rapid access to relevant information for analysis.

(e) Indigenization. The Vendor is required to state whether the equipment is
available in Indian market and the level of Indigenization. If the equipment is
produced Indigenously the method of verification of indigenous content is also
required to be specified. The Firms ability to design, develop, manufacture and
integrate should also be specified. Holding of Industrial License for the production
of the equipment and the Indian origin of sub parts is mandatory requirement.
Vendors are also requested to give comments with respect to efforts made for
indigenization of the equipment asked for in Para 1 of Annexure | to
Appendix ‘B’ of the Broad Details of AoN.

() Proof of Concept (PoC). Proof of Concept (PoC) as part of Technical
Evaluation will be carried out in 01 X location. Commercial Bids of only those
Vendors will be opened who qualify during the PoC. During the PoC, the evaluation
committee reserves the right to verify any technical/functional compliance requested
in the tender.
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(9) Functionality of equipment in all Terrain. The Vendor is also required to
confirm the suitability of equipment in various types of terrain i.e. deserts, plains,
mountainous and high altitude areas. The equipment is also required to be certified
by accredited laboratory.

(h)  Warranty. The selected Vendor will be required to provide three years
warranty of the equipment being installed.

() Comprehensive Maintenance Contract (CMC). The selected Vendor will be
required to provide 03 years Comprehensive Maintenance Contract (CMC) post 03
years warranty for the equipment installed, associated software, technical support &
other services as per Para 12 of Appendix F to Chapter Il of DAP-2020.

(k) Alternative Equipment. The best available equipment must be installed at
each location as per the technical specifications attached at Appendix ‘C’. The
Vendor is required to provide approximate cost of each equipment being
recommended for installation. The Vendor will ensure that all working components
are fully compliant with the technical specifications and contract conditions. If any
equipment or component is not available as per Technical Specifications given in
Appx C, then alternative equipment with better Technical Specifications must be
provided. The Equipment offered with lower Technical Specifications will not be
accepted.

()] Manpower Deployment Plan.

(i) Manpower During Implementation Phase.

S.No Position Quantity/ Location
Nos

(aa) | Project Director 1 Central location

(ab) | Project Manager 1 Central location

(ac) |Solution Architect 1 Central location

(ad) | Technical Lead 2 For two critical locations (one

at each site)
(ae) | Master Trainer 1 Central location
(af) | Project Engineer 20 One at each site

(i) Manpower During Warranty & AMC phase.

S.No Position Quantity/ Location
Nos
(aa) | Surveillance and 1 Central location
Security Expert
(ab) |Datacenter Expert 1 Central location
(ac) |Resident Engineer 20 One at each site
(m) Temperature Range. The equipment must be able to operate in the

environment conditions as specified below without any deterioration in reliability or
condition of the equipment:-

(i) Operating Temperature.

(@aa) Minimum Range. Minus 15° C to minus 5° C.
(ab) Maximum Range. Between 40° C to 45° C.




5.

6

Vendor is requested to confirm that the following conditions are acceptable:-
(@)  Acceptability of the terms of payments as per DAP 2020.

(b)  The validity of commercial offer to be atleast 18 months from the last date of
submission of offer.

(c) Selection of Vendors will be on a ‘Single Stage — Two Bid System’. The RFP
would be issued soliciting the technical with Proof of Concept (PoC) on No Cost No
Commitment basis and commercial offers together, but in two separate sealed
envelopes. The technical offers would be evaluated by a Technical Evaluation
Committee (TEC) to check its compliance with the Request For Proposal (RFP) and
PoC. Commercial Bids of Vendors who have cleared technical evaluation including
PoC will only be opened.

(d)  Vendors would be bound to provide product support for time period specified
in the RFP, which includes spares and maintenance tools/ jigs/ fixtures for field and
component level repairs.

(e)  The Vendor would be required to accept the General Conditions of Contract
given in the Standard Contract Document at Chapter VI of DAP 2020 placed on
www.mod.nic.in.

(f) An Integrity Pact alongwith appropriate Bank Guarantee is a mandatory
requirement as per Schedule | of Chapter Il (RFP Format) of DAP 2020.

(@) A Performance-cum-Warranty Bank Guarantee of 5% value of the Contract
will be furnished by the seller in the form of a Bank Guarantee after signing of
Contract.

(h)  Transfer of Technology as applicable to categorisation would be needed to be
confirmed by the Indian lead Integrators/ Vendors.

Procedure for Response.

(@) Vendors must fill the forms of response as given at Appendix A and
Appendix B.

(b)  Apart from filling details about Company, details about the exact product
meeting the generic technical specifications should also be carefully filled. Additional
literature on the product can also be attached with the form. Questionnaire for
Vendors is attached as Annexure | to Appendix B.

(c) Last date of acceptance of response to the Broad Details of AoN is four
weeks from issue of Broad Details of AoN.

The Government of India invites responses to this request only from Original

Equipment Manufacturers (OEMs)/ Authorised Vendors/ Integrators. The end user of the
equipment is the Indian Army.


http://www.mod.nic.in/
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Criteria for Vendor Selection. Criteria for Vendor selection are as follows: -

(@)

(b)

General Parameters.

(i) Applicant Entity should be an Indian Vendor as defined at Paragraph 20 of
Chapter | of DAP 2020.

(i) Business dealing with applicant Entity or any of its allied entities should not
have been suspended or banned, by MoD/ SHQ or any Government
Department or organization (as defined in Guidelines for Penalties in
Business Dealings with Entities issued vide Ministry of Defence, D(Vigilance)
MoD ID No 31013/1/2006-D(Vig) Vol Il dated 21 Nov 2016). None of the
Promoters and Directors of applicant entity should be a wilful defaulter.

(iii) “Entities” will include companies, with whom the Ministry of Defence has
entered into, or intends to enter into, or could enter into contracts or
agreements.

(iv) “Applicant entity” may be a company, subsidiary, an associate company
(as defined in the Companies Act, 2013), a consortium or a Joint Venture
(JV).

Technical Parameters.

(i) Vendor shall be a manufacturing entity or a system integrator of defence
equipment and not a trading company, except in cases where the OEM
participates only through its authorised Vendors/ Integrators.

(i)  Minimum two years experience in broad areas like
manufacturing/integration of electronic systems etc. as applicable in the
instant procurement/ upgradation case. If not, then cumulative experience of
at least three years in above areas, resulting in gaining of competence for
manufacturing the proposed product. (In case the SHQ feels that for a
particular equipment a lesser experience could be accepted, then the same
should be got approved by the competent authority before including the same
in the RFP).

(iii) Where product involves integration, previous experience of not less than
one year/ one project in integration of systems/ equipment shall be required.

(iv) Turnkey Projects. Experience of successful completion of one Turnkey
project of Security upgradation and modernization where supply,
commissioning and installation of varied machines/equipment is involved
within last five years or currently executing a contract. In case of no
experience in Turnkey projects, the Vendor for main component of such
Turnkey projects may be selected if it has experience of installation or
integration of equipment/system or system for security and fire fighting
systems upgradation.

(v) Information and Communication Technologies (ICT).

(aa) Certification to be included if linked to scope of work — Gartner
Quadrant /ISO9001/CMMi3 or more (specifying development/service/
acquisition models)/ISO27001. For Information Security and large value
projects preferably CMMi5 may be specified.

(ab) Compliance with IEEE/ ITU standards depending upon nature/type of
project or solution required.



(c) Financial Parameters.

(i) Average Annual Turnover. Minimum average annual turnover for last three
financial years, ending 31st March of the previous financial year, should not
be less than 30% of estimated cost of the Buy (Indian) project.

(i) Net Worth. Net worth of entities, ending 31st March of the previous
financial year, should not be less than 5% of the estimated cost of the (Indian)
project.

(iii) Insolvency. The entity should not be under insolvency resolution as per
Indian Bankruptcy Code at any stage of procurement process from the issuing
of RFP to the signing of contract.

(iv) Credit Rating (Desirable Financial Parameter). Long term credit rating
equivalent to CRISIL rating on Corporate Credit Scale as CCR-BBB or better,
and SME-04 or better for SMEs issued by credit rating agencies recognized
by SEBI. Credit rating should be as on 31st March of the previous financial
year.

Note : The turnover and net worth of the Vendor shall be rounded off to the
nearest lower ten/ hundred crores so as to keep the estimated cost of
procurement confidential).

(d)  Other Parameters.

(i) Industrial License (IL). Vendors should be either holding a valid defence
industrial license or should have applied for the same before responding to
RFP. In any case the Vendor must confirm holding of IL before
commencement of FET. (ltems requiring IL will be as per DIPP Press Note 3
of 2014 as amended from time to time).

(i) Registration. Registered for a minimum of two years (one year for SMEs).
Minimum number of years not applicable for JVs constituted specifically for a
project.

(e) Previous Experience. The company needs to specify the previous
experience/expertise in Modernization and Upgradation of Security and Fire
Fighting System or any of its sub-components like Intrusion Detection and
Surveillance System, Access Control System (Locking System), Quick Reaction
Capability, Fire Fighting System for Ammunition sheds/similar flammable stores,
Fire Detection System, Communication System, Integrated Command & Control
Centre System, Power Backup and Video Management System (VMS) project
undertaken in MoD/other ministries. The details of the same needs to be provided.

Stipulations for Applying Parameters.

(@) Areas like manufacturing/ electronics etc. referred to at Paragraph 2(b) (ii)
should be defined in each case of procurement.

(b) In case the Applicant Entity is unable to meet the Financial Parameters by
itself, it may rely on its Holding Company (as defined in the Companies Act, 2013
and amendments thereof) (“Companies Act’) for fulfilment of the Financial
Parameters, in which case reliance must be placed on the Holding Company
towards fulfillment of all the Financial Parameters.

(c) In case the Applicant Entity is unable to meet one or more of the Technical
Parameters by itself, it may rely on a Group Company(ies) for fulfilment of the
Technical Parameters. A Group Company in relation to the Applicant Entity may be:-
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(i) A company of which the Applicant Entity it is an Associate Company. Such
company should have ownership, directly or indirectly, of at least 26% of the
voting shares of the Applicant Entity.

(i) A company which is an Associate Company of the Applicant Entity. The
Applicant Entity should have ownership directly or indirectly, of at least 26% of
the voting shares of such Associate Company.

(iii) A Company with whom the Applicant Entity is commonly owned, directly or
indirectly, for at least 26% of the voting shares by another company. For
example: An Applicant Company A is an Associate Company of Company B,
in which B holds at least 26%. Further, C is also an Associate Company of B,
in which B holds at least 26%. In this case the Applicant Company may use
the credentials of C as well.

(iv) The Holding Company and Subsidiary Companies (as defined under the
Companies Act) of the Applicant Entity.

The Applicant entity may be a single entity or a group of entities (the

“Consortium”), coming together to implement the project. In such case:-

(e)

(i) The credentials of only those members or their related entities may be
counted, who have at least 26% equity stake in the Consortium.

(i) Each Consortium should have a designated Lead Member.

(iii) For Technical Parameters, any of the Consortium members or their Group
Companies may meet the criteria.

(iv) For Financial Parameters; the Turnover and Net Worth of the Consortium
Member shall be reckoned proportionate to Consortium Member's equity
stake in the Consortium, and each Consortium member should meet the other
criteria pertaining to Insolvency and Credit Rating. In case the Consortium
Member relies on its Holding Company for any one of the above-mentioned
Financial Parameters, then reliance must be placed on the Holding Company
for meeting all the financial Parameters.

Vendors should provide all necessary self-authenticated documentation in

support of their achievement of criteria. Such documentation should inter-alia
include:-

(f)

(i) Details of projects/ supply orders successfully executed in the last two
years.

(i) Annual reports for three years of applicant entity, parent and associate
companies, consortium and JV partners.

(iii) Details of shareholders, promoters, associated, allied and JV companies.

(iv) Details of vigilance action, viz. ongoing investigation and suspension/
debarment/ blacklisting actions against the applicant entity or any of its allied
entities, parent company or consortium and JV partners, if any by any
Department/agency of Central Government.

(v) A certificate from CA/CS indicating the financial parameters for the last
three years as per Paragraph 20.

(Note: If a Vendor is already a supplier to MoD and/ or has already provided
the above documents in such cases, it should be necessary for the Vendor to
resubmit only such documentations as is necessary to update the above).

Any Vendor furnishing false information will be liable for action as per existing

guidelines.
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Appendix ‘A’
(Refers to Para 1(c) & 4(a) of Broad
Details of AoN dt Apr 2023)

PROFORMA FOR REPLY TO BROAD DETAILS OF AON (INDIAN VENDORS)

1. Name of the Vendor/Company/Firm.

(Company profile including Share Holding pattern, in brief, to be attached)

2. Type (Tick the Relevant Cateqgory). The list to be prepared in tabulated manner for
all major equipment. The list of which is placed at Appx ‘D’.

(@)  Original Equipment Manufacturer (OEM)/Integrator  Yes ] No []
(b)  Authorised Vendor/ Integrator of Foreign Firm Yes [ ] No []

(attach details, if yes)

(c) Other (give specific details)

3. Contact Details.

Postal Address :

City : . Province :
Country : . Pin/Zip Code :
Tele : . Fax:
URL/Website :

4. Local Branch/Liaision Office/Authorised Representatives in Delhi (if any).
Name and Address:

City : . Province :
Pin/Zip Code :

Tele : . Fax:

5. Financial Details.

(@)  Category of Industry (Large/Medium/Small scale): .
(b)  Annual turn over : (In INR).
(c) Number of employees in firm .
(d) Details of manufacturing infrastructure available:
(e) Earlier Contracts with Indian Ministry of Defence / Government Agenmes

Contract No Equipment Quantity Cost (In Rs)
6. Certification by Quality Assurance Organisation.
Type of Name of Agency/ |Certification | Applicable Valid Till
Equipment Integrators From (Date & | (Date & Year)
(Certification Year)

obtained from)
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7. Details of Registration.
Agency Certificate Applicable From Valid Till
(Date & Year) (Date & Year)

GeM
DGQA/DGAQA/DGNAI
OFB
DRDO
Any other Govt Agency

8. Membership of FICCI/ASOCHAMI/CII or other Industrial Associations.

Name of Organisation: . Membership Number:
9. Equipment/Product Profile (to be submitted for each product separately). The

list of equipments being used in the project is at Appx ‘D’.

(a) Name of the Product :
(IDDM Capability be indicated against the product)

(Should be given category wise for e.g. all products under Night Vision Devices to be
mentioned together)

(b) Description (attach technical literature):
(c)  Whether OEM or Integrator:
(d)  Name and address of Foreign collaborator (if any):
(e) Industrial License Number:
() Indigenous component of the product (in percentage):
(g)  Status (in service / Design development state):
(h) Production capacity per annum:
() Countries/ agencies where equipment supplied earlier (give details of quantlty
supplied):
(k) Estimated price of the equipment:

10. Details of any such project implemented with any of the Government
agency/establishment.

11. Alternatives for meeting the objectives of the equipment set forth in the Broad Details
of AoN.

12. Any other Relevant Information :

13. Declaration. It is certified that the above information is true and any change will be
intimated at the earliest.

(Signature of Authority)
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Appendix ‘B’
(Refers to Para 1(c) & 4(a & b) of Broad
details of AoN)

BROAD DETAILS FOR UPGRADATION OF SECURITY AND FIRE FIGHTING

INFRASTRUCTURE IN 16 x AMMUNITION DEPOTS AT 20 LOCATIONS

1. The Indian Army (Directorate General of Ordnance Services) is undertaking Project
for ‘Upgradation of Security and Fire Fighting Infrastructure in 16 x Ammunition Depots at
20 locations’ located in various parts of the country. With the view to identify probable
vendors who can carry out the said project, OEMs/Authorised Vendors/Integrators are
requested to forward information on the product which they can offer as per the
parameters/ broad specifications of the item and services mentioned in the questionnaire
attached as per Annexure-l to Appendix ‘B’. In addition, the Vendors are required to
furnish details as per proforma attached as -Appendix ‘A’ (Indian Vendors).

2.  Apart from the information as per the Appendices, the Vendors may also forward
technical details/ product brochures/ literature etc pertaining to the item in question.

3. The required information / details may please be forwarded and same to reach at the
following addresses by 23 May 2023, 1500 hr. The envelopes be dropped in the box kept
at Gate No 04, Sena Bhawan on any working day (Mon-Fri) between 0900 to 1600 hrs.

(@)

(c)

Directorate General of Ordnance Services (OS-7)
Room No 118, D-Il Wing, Sena Bhawan
Integrated HQ of MoD (Army)

DHQ - PO, New Delhi — 110011

Directorate General of Capability Development (CD - 9)
General Staff Branch

Room No 411, ‘A’ Wing, Sena Bhawan

Integrated HQ of MoD (Army)

DHQ PO, New Delhi —110011

Directorate General of Capability Development (RFP Cell)
General Staff Branch

Room No 444, ‘A’ Wing, Sena Bhawan

Integrated HQ of MoD (Army)

DHQ PO, New Delhi — 110011

Army Design Bureau (GSQR Cell)
General Staff Branch

Room No 16, ‘C’ Wing, Sena Bhawan
Integrated HQ of MoD (Army)

DHQ PO, New Delhi - 110011

ADG Acquisition Tech (Army)

Room No 30, D-Il Wing, Sena Bhawan
Ministry of Defence,

New Delhi - 110011



Annexure | to Appendix ‘B’

QUESTIONNAIRE

Specification/Parameter

Reply

Indigenous Content/ Production.

(@)  Are the equipments (as per appendix ‘C’ of this Broad Details of AoN)
available in Indian market? What is the level of indigenization, maintenance
support and life time support?

(b)  Can the equipment /platform be produced indigenously by the Indian
Industry? If yes, what will be the Indigenous Content provided & verification
process? Is the equipment indigenously designed and developed (IDDM)?

(c)  What are the critical technologies which the industry has taken from their
global partners or Joint Venture, if any? Or what are the essential critical
technologies which are required to be obtained?

(d) If you have a startup/Joint venture, then how much time will the startup /
Joint Venture take to start production?

(e) Does the Indian Industry have the capability to design, develop,
manufacture, test and integrate the system including the critical technology?

(f) If there is no Joint venture, does the OEM/Vendor/Integrator
(Buy Global) plans to have any Indian Manufacturer as its Partner? If No, is the
OEM willing to enter into Joint Venture with Indian Defence Industry/ DPSU?

(9) Is the OEM willing to offer licensed production in India?
(h)  What are the enhanced parameters/specifications that can be provided?

)] Do you have Industrial Licenses for the production of the equipment? If
not, have you applied for the same and when (date) and by which it is likely to
be granted?

(k) How many sub Vendors are involved in the manufacturing of product? Is
product support from all sub Vendors also assured for the same period, as
committed by you?

(1 Can you provide Indian origin batteries, tyres & tubes, bulbs and other
such items/accessories with your equipment, where applicable?

(m)  Whatis your firm’s annual production capacity? Is it likely to increase?

(n) How much time is reqd to deliver the Equipment post contract for
operational use with the stipulated indigenous content?

(0)  What is the suitability of platform for dply in various types of terrain in
India? Specify separately for deserts, plains, mountains, High Altitude Area.

(p) What is the minimum time period for the Vendor to deposit the
Equipment for Proof of Concept post submission of Bids?

(@)  Which US Military Standards are being conformed to by the Equipment
produced by the OEM/Vendor/Integrator? Or which standards does your
equipment conform to?
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S Specification/Parameter Reply

No
(r) Which Joint Service Specifications (JSS)/ Joint Service Guidelines (JSG)
are being conformed to by the Equipment produced by the
OEM/Vendor/Integrator?
(s)  Which accredited laboratory (Indian/ International) has certified your
equipment?
(t) Will your firm be able to offer sectionised/ Cut Models, 3D model CDs for
training?
(u)  What is your preferred mode of shipment of goods _ rail, road, sea or air
or a combination?
(V) Is the Applicant Entity an Indian Company as defined under the
Companies Act 20137
(w)  Has the Applicant Entity or any of its allied entities ever been banned or
suspended by MoD/SHQ or any Government Department or Organization?
Details of vigilance action viz ongoing investigations by any Department/
agency of Central Government may be provided.
(x) Is the Applicant Entity a Manufacturing Entity or System Integrator or a
Trading Company?
(y) Does the Company has any previous experience/ expertise in this field?
Specify the field of expertise/ experience of your company and duration of
experience in years.

2. | Product Support.

(@)  Will your firm be able to provide a Service Life of 08 years for all
equipment and services? If not, then provide the Service Life of each equipment
separately.

(b) Will your firm be able to provide Comprehensive Maintenance Contract
for 05 years post 03 years Warranty. If not, then what kind of ‘Product Support’
will you ensure? What will be the ‘“Time Period’?

(c) What is the period for which you commit the product support for
sustenance of equipment in terms of supply of spares / CMC etc?

(d)  What is the expected life of your equipment and main sub-assemblies in
terms of usage?

(e) Have you supplied the equipment to any other company? If yes, furnish
details of quantity supplied to the country and year of supply?

(f) Does the company have major repair and overhaul facility for major
assemblies and component level repair?

(@)  What kind of ‘Engineering Support Package’ will you be offering?

(h)  Will your firm be able to provide 03 years Warranty? If not, then what is
the warranty period offered for each equipment?

() What life time support can be provided by the Vendor?
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S Specification/Parameter Reply
No
(k) Does the equipment have capability of backing up data? What all
redundancies are provided for the same?
(h Will your firm provide Interactive Electronic Training manuals (IETMs) as
part of technical literature? If yes which class?
(m)  Will the engineering support package be provided exclusively by your
firm or will it be outsourced through sub Vendors?
(n)  What are the facilities available at OEM/ Vendor/ Integrator premises to
conduct training?
(o) How will you assist in carrying out training for user?
(p)  WIill your firm provide soft copies of the ‘User Hand book’ and other
manuals including Technical Manuals along with the CBT for training?
(@)  Which INCOTERMS 2010 are suitable/ preferred by your company and
for what reasons?

3. | Budgetary Estimate. (Exclusive of all taxes)

(@)  Approx basic cost of the all equipments as per appendix ‘C’of this Broad
Details of AoN ?

(b)  Complete cost of project implementation.

(c) Rate/Cost (Per year) at which CMC will be provided on completion of
warranty period.

(d) Estimated Cost per equipment including cost of Product Support
Package and training cost?

(e) Details of Taxes as applicable to be provided.

4. | Vendor Certification. Vendor needs to provide Vendor Certification for all
parameters which have not been validated during Proof of Concept (PoC)/
Trials. If not, Vendor needs to satisfy giving reasons for it.

5. | Company Profile.

(@)  Specify the turnover and net worth of Company in the last three (03)
years.

(b) Is the company under insolvency resolution as per Indian Bankruptcy
Code?

(c)  Whatis the Credit Rating of the Company equivalent to CRISIL rating?
(d) Does the Company qualify under Start up or MSME Category?







Appendix ‘C’
(Refers to Para 2(c) Broad Details of AoN)

LIST Of EQUIPMENT PROPOSED FOR INSTALLATION

Ser Equipment Description A/U Total
No Qty

1 | Surveillance IP System

13MM Thermal Camera Nos 592
19MM Thermal Camera Nos 294
35MM Thermal Camera Nos 134
60MM Thermal Camera Nos 292
IP ultra HD Camera with IP 66 outdoor Housing Nos 604
IP Outdoor PTZ Camera 1080 P(CCD/ CMQOS, 30x, IP 66) Nos 875
Supply installation, testing and commissioning of Joystick for PTZ controlling Nos 61
Supply, installation, testing and commissioning of Operator Workstation Nos 82
Supply, installation, testing and commissioning 65" Industrial Grade LED Screens with Controller & Software Nos 115
Supply, installation, testing and commissioning of Video Management Solution (VMS) with all licenses required to Nos 20
support the cameras
Recording and management Servers Lot 20
6m pole with bracket for mounting outdoor cameras (and associated civil and cabling/conduiting work) with IP 66 Nos 2,414

Junction Box

2. |Lighting System

Pole Nos 2,817

LED Unit with communication Unit Nos 6,144

Central Control Unit set 20
3. |PA System

Speakers with Amp Nos 1,031

Command & Control Software Nos 20




LIST Of EQUIPMENT PROPOSED FOR INSTALLATION

Ser Equipment Description AlU Total
No Qty
4 | Cabling (Measure and Pay)
Cat 6 cable @ 75 m/camera mtrs |2,31,900
Fiber Cable mtrs | 3,97,300
Junction Box Nos 5,331
PA System Cable mtrs | 1,00,000
Power Cable 25 Sgmm mtrs | 3,07,300
Power Distribution Cable 2 sq mm mtrs | 3,68,760
HDPE Conduit mtrs | 6,76,060
MS Conduit 20/25 mm mtrs |2,31,900
5 |Security Network
Chassis Layer 3 Core fiber switch as per specification Nos 40
Firewall Nos. 40
8 (10/100) port industrial Distribution switch with Jack Panel Nos 3,517
24 (10/100) Port with 2 SFP Switch with Jack Panel Nos 40
SFP Modules Nos | 14,111
SFP+ transceiver module for multimode fiber, commercial operating , temperature range, 32°F to 158°F (10°C to
50°C
Supp)ly, installation, testing and commissioning of Other network equipment (Server racks, Connectors etc) Lot 20
CAT-6 1/0 Outlet with SMB Nos | 12,369
Cat-6 Patch Cords 3 mtrs Nos 4,023
Racks (42u) Nos 40
6 |Power
UPS 30+30 KVA dual hot standby Nos 20
UPS 30 KVA for field Nos 120
DG set for power back for all security equipment 200 KVA Nos 20




LIST OF EQUIPMENT PROPOSED FOR INSTALLATION

Ser Equipment Description AlU Total
No Qty
7 |Fire
Fire alarm system for WP shed Set 20
Thermal Camera for depot Nos 325
Remote Control Monitor for Fire Fighting Nos 645
8 |Locking System
Guard Tour Management No's 456
Key No's 3,880
Guard Locks No's 5,920
IP Programmer No's 40
Transfer key No's 100
Software No's 20
Work station for locking system No's 20
9 |Command & Control Centre — C4l
Integration of all sensors for IDS, Access Control, Surveillance, Gate Control, Communication, Fire & Alarm Set 20
Management etc
QRT Veh with focus light, radio, night vision device Nos 38
10 |Communication System with Voice logger
200 Line exchange (Incl exchange & line) Set 20
Radio Interoperability System (Incl radios, phones, computers & video assets Set 20
Radio sets Nos 1,376
11 |Civil Infrastructure & Allied Services
Gate — redesign and construction to be done Nos 20
C41 control room design & construction design Nos 20
12 |Barriers
Crash Barrier Set 128
Gate automation Set 40
Boom barrier Set 128

Note: Bill of Quantities (BOQ) given is tentative in nature and it may vary on the basis of actual requirement of respective locations. A variation o

+/- 10% of total quantity is permissible (overall cap of 10% of contract value).







DETAILED TECHNICAL
SPECIFICATIONS FOR UPGRADATION
OF SECURITY AND FIRE FIGHTING
INFRASTRUCTURE IN 16
AMMUNITION DEPOTS







TABLE OF CONTENTS
INTRUSION DETECTION AND SURVEILLANCE SYSTEM

Surveillance IP System
(a) 13mm Thermal Camera
(b} 19mm Thermal Camera
(c) 35mm Thermal Camera
(d)y 60mm Tharmal Camera
(&) IF Ultra HD Camera with IP 66 Outdoor Housing
(f) IF outdoor PTZ Camera 1080F (CC/YCMOS, 30x IP 66)
(@)  Joystick for PTZ Controlling
{h) 65" Industnal Grade LED Screen with Controller
(1) Video Management Solution (WVMS)
{0 6m Pole with junction Box
LIGHTING SYSTEM
(a) Pale for Lights
{(b) LED Unit with Communication Unit
(c) Central Control Unit
PA SYSTEM
(a) Speakers with Amp
() Central Control Software
CABLING
(&) Cat 6 cable (Indoor)
(b)  Cal 6 cable (Qutdoor)
{c) 612 Core Fiber Optic Cable IndoorfOutdoor (Multi Mode)



3.

(d)

6/12 Core Fiber Optic Cable Indoor/Outdoor {Single Mode)

(e} Pole Junction Box

(f PA System Cable

{g) Power Cable 25 5q mm

{h}  Power Distribution Cable 2 Sg mm

{1} HDPE Conduit (j) MS Conduit 20/25 Sgmm
ACCESS CONTROL SYSTEM

Locking System

(a) Guard and Tour Management

(b)  Key

{c)  Guard Locks

{c)  IP Programmer

(e}  Transfer Key

) Software Features

Barriaers

fa) Crash Barriers

(o) Gate Automation

{c) Boom Bamer

Quick Reaction Capability

INTERNAL SURVEILLANCE FOR DEPOTS

Thermal Camera for Depot

=



FIRE FIGHTING SYSTEM FOR 1.1 TYPE ESH
1. Remote Control Monitor

(a) 1500 US GPM adjustable to 1000 US GPM & 500 US GPM with the
same single nozzle

(b)  Cannon Foam Induction

(c)  Specification for Motor

FIRE DETECTION SYSTEM FOR WP SHED
1. Fire Alarm System
COMMUNICATION SYSTEM

1. Line Exchange 200 Line
2. Radio Interoperability System
3. Radio Set

INTEGRATED COMMAND & CONTROL CENTRE
% Command & Control Platform/Application
(@)  System Architecture
(b)  General Requirements
{c) Events & Alarms
{d}  Operator Definitions
(2}  Reporing




(fy Trending
(g) Graphics
(hy  Interdaces
Command and Control Room
(&) Standards for interior works in CCR
() Minimum Required Specifications for CCR components
Workstation/Desktop
DATA CENTRE COMPONENTS
Chassis Layer 3 Core fiber switch
Firewall
8 port (10/100/1000) Industrial Field Switch
24(10/100/1000) Port Managed Switch
Server/Network Rack
Server
Storage
POWER BACKUP FOR DEPOT
UPS 30+30 KVA for Control Room and 30 KVA for Field

Diesel Generator Set



[d)

BOrrirn Thesmal Camers

item Minimum Requirement Description
Make
Mol .
Sensor Format Uncoaled
_ﬂﬂ—;&;‘fv‘iﬁ — "u'l_::lu Eicrabolomeste: —
Lens & Anglo of view NIIETH;FIH-_E'H?SMM]MMME <= 10 Degree
Thermal Aesolution | 640 x 430, 25 Hz "
Zoom Up 1o 4% Digital zoom 1
Spectral Band B-13y = =
Frame rate Hz/FP5 Full Frame — 25730 Hz :
Thermal Sensitiity | <50mX /1.0
Mades | White-Hot & Black-Hor user selocta
Analytics Built-in or server basad an
and 'i"!l'l'ld!' or ¢ okher dai
Analytics Runge Shall reliabiy | I:I'lﬂg'l'r
a1 550m or higher 3| h
Output Anabogue B P RI4S{Both fequired)
EI:r-Eith Dl Stres Prio
Rating P-6& seldiand MIL-STD-B10F
| Power PoE and@AVACIDC
Operating temp. _[pmp. mﬁ Humldh‘ S,
Standard , [Part 1):2000

e} Ul WEEM Housing
F . i ™ .

" Minimum Requirement Description

—

- m——— L

125" or bigger Frui:temu'a CMOS Sensor

High/Low/Medim user l:-unﬁ:!uﬂhb

]

Diay 0.5 lux / Night 0.05 lux

9-50mm varifacal, Auto Iris, Full HO, D/N lens providing 15-40
degres adjustable FI:I'H' and detect human at 150m or higher

IR sonsitivity Between 680 to 1100nm IR cut filter

30 Nodse reduction User configurable QNSO

Tamper Detection User conflgurable O/

Cormpredsion Dual H_264 streams

Compression Resolution & FPS Maximum Perforrmance: Strepm 17 3840 x 2160 @

Performance 5FP5 and Stream 2 720w 576 @ 25FPS on two streams respectively
al the same time

Bandwidih Bkbps to H0Mbps




Motion Detection Buiilt-isy Muilti-pone mation detection

Pratocods Unkcast, Multicast, RTP, TCP, UDP, HTTP, IGMP, ICMP; DHCP, ONVIF
et or as par solution reguirement to fulfill functonal requirement

Connectivity 10/100 Base-T Aubo sensing, Hal/Full Duplex [R145]

Audio Audio 1N and Audio out for pao way sudie communication Lskng
suitable external microphones and speskers -,

S0 Card Support Built in Micra 50 card slat to support up to 3268 storage for local
recarding. 50 Card will be supplied by system Integrator

Alarm 170 At least one potentlal free Akarm IN and one alarm gt

Ponaer Ponwer @ B0 3af class 3 Pok and 120D 24VAL sendlng

Enclosure Vandal resistant enclosure with P66 rated, BOMt in Heater and
Blower, Sun shiald, ‘;'; ' f

Maumting Wall, Pole as required & . 2

Operating conditions | Temp: -20° C to 50°C, Humidity- 90% \ A~ 4

Standard BiS Standard 13252 (Part 1):2010

in

Make

Model Il

Sensor

Mindmum Huminalon

lurmination ; Calar 0.5 lux & B/W 0,05 lux

Motorized 4. 3mm-129mm or better room lens

justabde 3-65 degree or betber FOV and detect

& FFS Maximum Performance: Stream 1: 1920 x 1080 @
and Stroam 2; TH0x 576 & 25FPS on two streams respectively
the came time

Bandwidth : G4Kbps 1o 16Mbps

| ste. or 35 pes solution requirement to fulfil functional requirement |

Unicast, Multicast, RTP, TCP, LUDP, HTTP, IGMP, ICMP, DHCP, ONVIF

10/100 Base-T Auto sensing, HalffFull Duplex (RI45)

Endiews 360° pan and -10° {0 907 tilt movement

Manusl Pan/tit spesd up to 90 deg per second and preset speed up
to 200 deg per second

200 or mare preset positions and 8 tour

txterpal audio Input and outpat: Reguired

| Buift in Micro 50 card slot to support up to 64GE storage for kocal

recording

At least one potential free Alsrm 1N and one Alaem oot

Buiblt-tn or external IR with mindmum 150m range

Power input: 24VALC or POEs# as par manufacturer standard

IPGE rated, Bailt In heater

Qperating conditions

Temp: 307 Cto 50°C , Humidity: S0%

e __j {a::j
5 {3 i Y
- -] = i



MnunLWII}nrpntenrpHﬂam

LM_&:MH;

Standard

T T T —

| BiS Standard 13252 [Part 1):2010

S e

{g)  loysuck for PTZ Controlling

ftem Minlmum Reguirement Descrlptlon
| Make
padel I
Eayboard Electromechanical XL =
Jovystick 3 auis, vector-solving, bwisting, return lo-:%er Y .,F"'
Connectos R5232 & *L 1L P 4
Dusplay LCDy, 75 2mm x 33.BSmm . {
Mix Liser Aeosunis 1 Adimin, 10 L ker ﬂ E%
User Account Type Admin, Lisar
Power Supply Input 100V ~240% I‘aﬂ'ﬂ{.}%-ﬂt 1000maA
Power Consumptian M S
Dperating o
Temperature i
Oiparating Humidity m%_r ﬂ‘!
» % '
%
th) 65" industrial Grade with Cantralier
omt, T . Minimum Requiremant Description
MEnirnum &5
LED =
Yas
1920 x 1080
et S50 ¥eg
HAspect Ratio 16:09
Number of Viwid, Standard, Custom, Cinema Pro. Clnema Home,
Selectable Picture Sports,
Modes
Picture In Picturs Yes
Selectable Sound Standard, Cinema, Live Sparts, Music
Modes
Audio Dutput 24
IPRAPDY Watts)




Stereo Playback Yes
Number of Speakers 2
Youtuhe Yes
Wheb Browser Yes
HOMI Input 2
LISE Part !
WGA Input 1
Composite Input L
Component Input 1
Ethermat 1
DLNA Support Yes
Dimensions (W x DxH) [mm) | Approx 1230mm & 210mm x 753

Approximate Net
Wisight (Kgs|

Remobe Contral

Tirand

Digital Audio
Output{Optical)

Included Accessory

Powier Supphy

Visible
Scroem Sife
(diagonal)
Rated Power
Consumption

Standby
Power

1920 (W) x 1,080 [H)

963 x 566 x 6BY mm

963 % 610 % 247 mm

Mount wall stand with rotation Tacility

Should e from Sony'Samsung/LG/Panasanis

Itirm Minimurn Requirerment Description
Certification BIS, Energy Star

Video Wall Controller with Software [3x2)

Mk

Maodke;




)

il

General
Display Controller showld be scalable to control video wall in 3 matrx af M
¥ M {any combination of Row & Column] up to total of 6 screens. It should
alsa be capable of taking universal inputs for video a5 well 35 data along with
Wtk necetary wall management softwara’s
Metworking | pual-port Gigabit Ethernet Controliar inbuilt Support for Add on Network
adapters
W all
Configuration | & DVI-DY HOMI Qutputs
Rasolution P
Chutput i
Supgsort: Mindmum 19301080 or higher
Universal B Universal Inputs {Should be able to sccnpt lr-.ﬂ!iltﬂ b:lnd!rlj signals i.e.
Ports DV RGE/HOMI)
Risscdia
o RAANCY | oystem should have the redundancy ,-,uppun
i - Cowtraller Hard Disk Data
Paower Supply
LAN Y
hiatris .f' ;,: N .
Combination | rhe video wall of any matrix in :fo‘ﬂ‘ (CA) should be capable of
displaying multiple w rplqi as desired in CCC facility
Software Compatitie Vides' Wall Ma software to meet the required
functionality R "
Cortifecation i ®
RIS '_.L P by
T g
€ % 5 2
‘idao Himmt Sn!:n:n {'u.I'ME.]
Thf'ﬂlﬁ I l';rﬁl'lnll consyst of an M5-50L 2012 or better based Main Directory
Da Fai ﬂrrbl:l:uqr. Recording: Server |icenses, Falover recarding,

f" Rmdundant m:;ﬁ'dlnu. Incident Reports, Afarm and Management. All the related
wj’h—wu li:ees should be the part of the offered Sysiam,

1] 1r|l 5 l'ul’EI'u:ll.’_l_' should consider additional sarver for maintaining system admindstration
1 1}1_15'31:35& if required by the offered iystem configuration apart from recording

{iil)

[iv)

I

,:F':mreri

=y

Thee VBAS sy stem should Be accessible from at least 15 computers from the nebwork

for system administration and wvideo monitorng with minkmam 5 simultaneous
users, Syitem administration and monitoring can be distributed depending on the
suh divigion of the surveillance areas/rones, Even though system should allow to
create unlimited wsor (D5 in the system.

Thea VS Server shall maintain a catalogue of sottings for all the client, servers and

1P cameras in the system.

The YMS shall support bp 19 450 cnnacs cormactions.




(W) The VMS Archive Server, for video and audio, shall be capable to support and
Manage caméras @ 1920x 1080 @ I5FP5, camera @& 12805720, Aut comsidering the
futuire intention to ronalse the recording nat morg than 120 camaras be loaded on
any servier during Initisl deskgn of the system.

{wii}  The Vii5 shall be able to set each camers frame rate, bit rate and resaluton
Independantly from other cameras In the system, and altiedng thise settings shall
not affect the recording and display settbngs of other cameras, This should be
applicable sven i vendor propees to daee multi-channel encodors.

A
{a) The WMS shall utilire multicast network commausnication E.:r'“ s
video monitoning. E w
b} Linvicast based equipment will not be considered as 1 1
approved equal for alternate system, il E
{vili)  The M5 shall have Digital Video Matrix Switcher. N ey \,‘
{a) The Virtual Matrix Switch shall provide a

IR wideo 1o dightal (computer) screens.

“‘a-wn-"

%
(bl The Wirtual Matrix Switch ] 23:':&"[1' of creating at
lepst 20 sequences in 2le, ras with independent

dhwesll time for each pesots i) Sequence of

multiple NT et
{ing The Wkit5 shaill sunpwfl' fhi }E"HI'IWHFIJ basedcllents ceEnnecting o the VMS

v N
a4
e b

{=) :ﬁlai open architecture that aliow for use of non-
e ha that shall not limit the storage capacity and
upgrades of recording capacity.

i be of the most recent computer technodogy and shall cover
Ements. To provide an advanced and reliable system the operating
 LimiWindows 20012 server or higher,

5 shall allods use af Btest Windows 10 0% or higher for client machines as
witt ipkend to access the viden from existing machines which has these operating
s and cannot be changed.

The YRS shall provide suppart for indwstry standard SNMP V2.0 and Y30 and
should provide the compatibility with sy SNMP application to repart the statyus of

wirtalis component of VRS system. Required interface licende shall be included n
the offer.

[ziv}  The ¥MS shall provide alarm dry contact interfaces 1o allow for any alarm inpat
inftiating any action In the VA5 system, All the cameras should be prendded with
easly panic button accessible near each camera. IF anpone press this switch,
refevant camera should popup awtomatically on the dient work staticn,




1] The Wat5 Shall support full duples sudio communication and transmission signals
' ever the 1P Digital Transrmiction Network without the need of any additional licensa.

fwel]  The VMS shall support the group lunctionalities bo Facilltate the administrator to
change the setfing af all the cameras in single go, i, Changing resolution/FRS of abl
thie cameras in dingle command, Changing user privileges of all the wiers eic.

{mdi}  The WS shall provide a reporting utifity for tracking but not limited to the following
options, Video and images shall be stored with reparts for documenting events:

(a}  Alarms, Incidents, Operator logs, Service requests. -

(b}  The Emall AMlen should be genarated in responds to ara_!'ﬁ. 1ﬂgsﬁ'ﬁ in WS
software and sends out email alerts to a preconfigered hst“njl_tmﬁuﬁ.zf

|: -\!1_ "q,
(<) it should be. possible to export the mﬂﬂ rous  entithes

within the WMS |e. Archiver, Di It should be
possible to print these reports. -i = "

{uiil]  The VS chould allow to mask 3 mer.l a wﬁl'n,n l:+hp|:t|.:rn of any cameras n
arder to maintan privecy nFu ithout to mpromising the security. Any
privileged user should be able t Ewdyﬁ!ni playback or live in case of
apecific situaticdal mqufemj-ﬁ

xix] Thewsslmldai|uwgm¥h;uruumm:t?ﬂtchedu;edbukup¢mﬂmlmmum
sofected cameras to specefied net‘n’uﬁ drive. It should also allow o configure

specific timings unrrh[iu Lo be backed up.
[xx]  The Vs aﬂ I!j'mﬂ'lr miotule h allow access of system throwgh IPad, IPhone,
Androdd -'HH'S‘I"“ liCense for the same shall be supplied.

N
ilu! facility 5o @t any Android 05 smart phone can capture
uillt camera and stream |8 to the VA5 sereer through 36, 4G,
ok WS shall have the capability to automatically popup this

[}

[I'm m shall provide alarm management module without the need of any
| license

wﬂ The alarm managamant shall be able to et any monitor or groups of

monitors 1o sutomatically display cameras In response to alarm inputs.
] The alarm management shall be able to reset automatically or
mianiually alarmed video,

{ch The alarm management shall allow for multipbe maodes of alarm
handiing capability, these modes to be programmed within the same
sysierm.

WS Cliznt




L1}] The wMS dient shall comsist of Monitoring spplication, an Archive Player
application, alarm handling, virtual matrix capability, and all other user related
features, Each VWS system videos and administration should be possibie from all
umnit workstations.

fii} The WM5 dient shall perform the following applications simultanecushy’ without
interfering with any of the Archive Server operations [Recording Alarms,
ate.

= Lkve desplay of cameras.
*  Play Live audio. - g
=  Hrogdcast audio to remote locations. y ﬂ
= Live display of camera sequences, 4
= Live display of panoramic camera views. & " .
= Control of PTE cameras, o
=  Playback of archived video and sudio
= Playback of paroramic camera clips.
® Retrieval of archived video and audio,
= |nstani Aeplay of Iive video and audio,
= |mstant Replay of panoramic ca
#  Lise of graphical controls [Tl'l-i-l'."i-
= Configuration of system

{fi]  The V85 client applcati shall suppoet anmy form of 1P network connectivity,
including: LAN, WaN, MPN, mrmt

i IF BAwliticast (UDP) and Undcast [LIDP]

[w): i & autamatically adagpt 1o the network topology and
iy e ' to receive sirearming video,

{el) o tors shall provide an suthenticatbon machanism, which

W ent application shall diow for live manitoring of video and audic,

= The Monltor shall enable wiew ol op to 25 wdeo tles
simazltandsuily on a single manitor.

=  The [P Based Y5 Shall provide more than 15 tile layouts on sach
af the WaEaA monitors independently Including below formats.

e Full screen, Quad, 3x3, 434, 525 et

{wili) The VK5 Monitor application shall allow operators bo view an instant replay of any
camera or audio nput [microphone].

|}  operator shall be able 1o define the amount of thme he wishes 1o go back from a
predefing st or through & custom sefup period.




ia]  The oparator shall be able to control the playhack with play, pause, forward, nnd
spoad buttons

(aif  The Vadh Monitor application shall allow opesators o add bookmarks (o recorded
clips of viden or sudio.

(xil] The operator shall be able to choose and trigger an action from a st of available
actions included Bbut are not lHmited 1o -

Wirw camera in a vadeo tile,

View Mip of procedure in a video bile

Starting/stoppng PTZ pattern . 7
Gid Ly PTZ Priset. > i
= Sending abert mestages, b

A

s

(xili} WS Monitor application shall display all :a w ;u the EyETEIm
regardless of their physical location on the nntmrﬁ

{iv)  The YMS Monitor appleaton chall dlspmﬂﬂi ;an‘ﬂ:: -.uuq-me; created in the

sysLEmm, - .
" N
(=) The YMS5S Mdnltor applicatio 1 allowr, for mited cammras Spquences,
which can be run independs f ﬂh otherdn either digital manitor tiles or

analog CCTV monitors, |

[xvl)  The WMS Maritor lﬂ-ﬂintinl'i':_ll;all ilﬁ aperators to contral [Pause/May, skip
farwards, skip backwards) Came es, without affecting other operators’
ahility 1o uirw.ﬂ'hnl:rﬁﬁhn Hr[.m EETUBNCE.

[xvil) Thir YMS K ? un ihaﬂ display all cameras, ssquences and analogus
rr'tunimrﬂn al w‘
. |
[awiil] The VIS Mmi't&l‘ apﬂﬂl:atum operator shall be able to drag and drop a camera from
. @ ftres urﬁlﬂaye eameras into any video the or an analogue monitor icon for e
viewing. o0
" L
3 (¥lw) The Jﬁ;ﬁ Menitor apglication’ operator sthall be able to drag and drop a camera
" sequénce from a tree of cameras into any video tile or an anslogue manitor icoo
» five wiewing. The VWS Monitor application shall support Graphical Sive
Yoo Representation [Maps) lunctionality, where digital maps are used o represent the
 physical location of cameras and other devices throughout faciity.

-

[wx}  The VS Maps shall be able to import maps From any graphical software supporting
AMP, IPEG and/or GIF image formats.

[xi) = The VM5 Manitor application operator shall be able to drag and drop a camera from
amap into a video tlle for lve viewlng,

(#xii] The operator shall be able to chick on an icon In & map tainitiate PTT camera praset,
run PTE pattann, view camera in an analog manitor ar sehd an 10 stream,




fill] The WMS Monitor application shall support the procedure functionality, where
procedures can be triggered to appear during # certain event and can be used to

pravide detail written or verbal instructions to the operater as to the actions to be
taken,

{xxiv] The WS Monitor application shall support digita soom on a fieed camera's: e
and recorded video sireams.

{xxv] The WMS Monitor application shall support digital zoom on a PTZ camera’s live and
recorded video strepms.

[xxwi) The VM35 Monitor application shall provide managemant &
gystem using Joystick controlber of any compatible make,
should be pronvided with joystick controfler.

Fin:

[awil] The WS software must support PTT cameras with compled

fpniality Fram

mny elient warkstation GUI,
(o) The YMS should previde the application which shoulld be fitegrated to the offered
VMS and provide the below mentioned i Reporting and backup mechanism.

incident reports for specific
incidents,

i Ll -
{1t should be possibl gmese':{e prdedividen within the VRIS system for play back
and export frinm ‘Fu '

{x=xi] It shiouild also it write the text, attach the snapshots, wideo clip,

of sttachment which can be used in conjunction with
he sntire incdent report,

w11 shiok o send these reports by email or archived on offfine media.

i) Saftware'shall have the faciity to monitor the desktop of any networked

or in camers tiles. We intend to use this facility to create the central
monit@ring display of all the systemns [BMS, FAS, ACS, PIDS ete. ) on same manitos
5 CRELTR

i} The IP based VRS shall provide alarm management module.
(i) The IP based VWS shall notify a user an any alarm set in the sysiem.
{Eil] The YiES user shall be able to supgort multiple alarmes.

{iy] The YM5 system administrator shall be ahle to set for each user the maxirmum
ilarms to be viewed at one tima.




i} 1t should be passible to pepulate the alarm on the maps indicating their actual
location and curtent status,

il It should be possible to drag the sarm rolated video on tile.

{wlipit showld also be configurable to popup the procedural URLstandard operating
procedurs far alarm handling specific to the active alarm.

(i) Adarrms should be priontized and displayed i difiefent color for eawy undserstanding
ol eperator.
e
lix} The VM5 user shall be able to forward alarms to other users.
.J'.

Integration interface N

(il WMS shall provsde S50%/AP1's imterface for possibility 1o |mteﬂ wm'haurd
party security systems Any required license shall .'.unq:lfhfdﬁ- .

il &m Pole with junction Bax E.nql_ 3“'&;_ :
1tem Minirmwm WW
Make A o ,gi
fadal
Genaral Shall he?[n urm B.5m h%]t as par MHA nopmy
Reguirement 3 3 2 B e
General Hit i silver coating af 85 micron as per 15 2629 min
Reqguirament ,,lﬂ'ﬁn r pale and suitable bottom and top thick HT plate akong with

rtrise plate spe ﬂﬁnuﬁ oms saitable for send speed 50 myfsec with
MJM bracket and with J type foundation bobts. Fabrication in
[ﬂ‘:cﬂqant!ﬁmh 152713 { 1980

. N

i Sy

Fuyndaﬂn;‘ﬁ ' & would be fised on an adequate and strong fowsdation to withstand
L ty weather conditions and wind speed of 150 km/he

Casting of civil Toundation with Emﬂaﬂun balts to ensure vibration fres
(video feed quality should not be impacted due to wind in different
climatic conditions] Expected foundation depth of minimum 100 cms or

better
Sign Board with | Sign board depicting the area under sunveiflance and with serial numibes
number plags af pole
Height Height of the pale shall be as per requirement of the location varying from |
6o 1215 m,
Electrical Electrical power requirement for the systemsfdevices installed on the pale
Coammisction should be available with metering and protection sguipment
Lightning Lighting arrestors with proper grounding

Protection




Earthing Pnlq;hmﬂld hawe proper earthing system

MNetwirk All commuinication passive & active devices should be housed in enclosure
Communication | of adequate standards and protection i
Certification 151, BIS




2

Lighting System

{a)  Pole for Lights

Reguirement

ltem Minimum Requirement Description
Make -
Podel
ereral Shall be minimum & ﬁr'n height as per NHAI nomms
Requirement : . 43 =
Hot dip galvanized pole with siiver coating of 86 migron as per 152629
o min 10 cm diameter pole and suitable bottom and tap thick HT plate

along with base plate size 30x30x15 cms suitable for wind speed 50
m/sec with suitable arm bracket and with | type foundation boits.
Fabrication in accordance with i 2713{1980)

Pole would be fixed on an adequate and strong foundation to withstand

&ufmiim

RETHHen _city weather conditions and wind speed of 150 km/hr X
Casting of cral foundation with dation halts to ensure vibration free
Endktion (video feed guality should not be impacted due to wind in different
clisvatic conditions) Expected foundation depth of minimum 100 cms or
| better
Sign Board with | Sign board deplcting the drea under surveillance and with serial
| number plate number of pola '
T Height of the pole shall be a5 per requirement of the location varying
= fram & m 1o 13/15 m. |
Electrical Electrical pi:wer_ﬁm.l-rcmnn: for the systems/devices installed on the
Connection pole should be available with metering and protection equipment
Lightning Wi
Potectita * | Lighting arrestors with proper grounding
Earthing Pole should have proper earthing system
Netwaork. 4 All communication passive & active devices should be housed in
Communication enclosure of adequate standards and protection

151, BIS

bl LED Urit with Communication Unit

1

I Feabae Minimum Requirement Description
Operating Voltage 100 - 277wAC
LED Power 150
Colour Temp Neutral White (3700-5000k)
Brightness Neutral White 18,275LM

| CR Neutral White =70
Spot Type Polarized Oval
Adjustable Angle 15"
Lifespan >50,000 hours

o

oy
o
i






. i i :
Communication Unit | - T2uld be able to integrate with PIDS & CCC (RS232/485/422/TCR/IP
HE or equivalent)

Power Factor 095
| Efficiency 0% ==

Protections Short Citcuit/Over Load/Over Voltage/ Over Temperature/Lightning

Pratection

Surge Protection 4 KV

Working : .

Temperaturs :

IP Rating IP&R

Certifications | CE, RoH5, UL

Ic) Central Contral Unit

{i) The Graphical user interface to interact with the system, which i divided into
two subsysterns: the first is the visualization motel ta monitor the state of the
lighting systems, and aiso includes the management syster the secand is the
display model associated with intelligent management that allows for
automatic system control : e

il Lghting System will be integrating with PIDS system and Lights will be
OMN/OFF based on the inputs from Lhe PIDS system.

fiid) System should be able o segregate the area into zones and Software

should be able to control individual Zone/Lighting devise from Contral room.
. i

ivh  Software services: they are the processes responsible for implementing new
algorithms for intelligent system behavior. These Software services receive
instructions fram the intelligent control and monitor the environment 1o act
intelligently, These processes use the web services layer 1o obtain the missing
intermation from the upper layers.

[w) Web services: The Web services layer includes a security module that is
F responsible for filtering information to prevent attacks that attempl o
'1::-- access in-formation. Services will use the hardware Lver interface 16 dccess
% thedata from the devices. The hardware abstraction liyer will define the access
imter-face for each device,

'-',_ {wi) Data source: the software component will implement the mechanisms
' to access the information defined by the hardware abstraction layer. Each
data source can be from a different manufacturer on the condition that the

hardware abstraction layer and interfaces remain constant.

2. PA System

{a) Speakers with Amp

L_ Item Minimum Requirement Description —[







x Mﬂhﬂ‘
Model ]
Max sound pressure level | » 121 d8
Frequency response 280 Hz -12.5 kHz
Amplifiar Built in or integrated amplifier
Wattage Capacity Minimum 20 W
Coverage patiorn o hnnmm‘:l vy 100" vertical hl 2 kHz)
Power Power over Ethernet {Pok] f220 VAL
| Connectars R44SOBASE-T/100BASE TX
Ciperating conditions 20°C to S0°C [-4"F to 122°F) i
N Humidity 10-100% RH{condensing) 5
| Carsing Imipact-resstant almmnum IFBE.l'IPE?iTHed Tap.-.a 1948 |
Range should cover minrmum 150 meter in of m mnmqgj:
Certification | N 54-16 and 150 7240-16 ?
——

{6}  Central Contral Software

Itam
Make
e "
should have the capability 18, control individual PAS ie. to make
amuunuﬂlp| ﬁ#;_-.elm lecation {1:1) and all locations (1 many)
simultangg % %
The PA port both Live and Recorded inputs.
| _mn*ur‘t«mn 15 rones
General Shall suppor. Absars simultaneoushy Bl
Reguinement | - = =
.| Showid be client-server architecture
& sntation of alarma <
\ hﬂ-nhte to play pre-recorded messages based on differant = |
i : £
v Abli to generate reports in different format {word/excel/pdf)
| Connectivity | PBased -
4 : 5 M PIDS & Command and Cantred Centre or any ather component if
: required
\ Central Redundant central application server/software
erfsaltw
are
4. Cabling.

{a} Cat & cable {Indisar)

i) Type: Unshielded Twisted Pair, Category 6, TIA [ EIA S68-C.2 & 1S0/1EC
11801,




(i) Conductors; salid bare copper.

i} insulation: High Density Polyethylene,

(v} Jackes: Low Smake Zero Halogen (LSZH)/ Polyatinlene.
[v} Pair Separator; Cross-member {+) fluted Spline.

[l Operating temperature: -20 °C 1o <60 °C Storage Temperature <20
*C o +80 'C.

(will  Frequency: tested up o Mimimom 250 MH:
fwiil)  Packing Bow of 305 mebers,

™ S

i) Coble Quter Diameter: 5.3+ 0.4 mm,

= Bend Radus: 4 * Cable Diamater,

{xi)  Impedance: 100 Ohms + /15 .-_:'.'

[xii)

L}

[riv)

bl to be provided along with bid Attenuation,

LFEXT mnd PSELFEXT, Return Loss, ACH amd P5
Mianice: ANSITIA-S568 C.2 category &, ISOMEC-11B01,
156-5: category &

{evil)  Afilication: IEEE 802.af and IEEE 802 3at for PoE Cat 6 Cable.

(=]} e ({Outdoor)

() .. Type: Unshielded Twisted Palr, Category 6, TIA / EIA 568-C.2 &ISO/IEC
S 11801 g

. N
(i)  Conductors: AWG solid bare copper.
(i) Insulation Material: Foam PE.

fivh Inner Sheath Material: LSZH.

y



i
(i)
(v
(v}

(i}

{wiii}
{ic)
ix}
f
[wis)
[ i
[xiv}

{xw]

il

Screening Material; ALMylar.
Armouring: > 65 % coverage steel wiring.
Duter Sheath Materal; L52H

Duter Sheath External O.0011.7+1 0mm

Dperating temperature:  -20 °C to #10 °C Storage Temperature -20
“Cio =80 "L, {

Freguency: testad op bo Minimium 250 MHz

L i i
Packing Box of 305 meters " - r
- -
Cable Outer Diameter: 5.3 +/- 0.4 mm. L e »
b
o

Bin Bend Radius- 8 ® Cable Diameter. 5 Yy

. '-

Impedance: 100 Ohms +/ - 15uﬁms, L*Exzsimm

Fire Rating: IEC mm—:ﬁww

Conductor HESIEL'Nf 73 Ghm uF KM noeminal,

L

Pﬂfnnnanc;:ﬁarnﬁﬂghtlus fobe provided along with bid Attenuation,
Pair-to-pair Bﬂg‘?ﬂi T and PSELFEXT, Return Loss, ACR and P5

ACR. O *J:., -
sﬁquardl;ﬁnhﬂm"iﬂsmm-sﬁa C.2 category 6, ISO/IEC-11801,

. ﬂa&i@hfﬁmss 5 category 6.

fewil) np;fli‘wmﬁa 802 af and IEEE 802, 3at for Pok.

3

E."I.h:m F|hl'l"ﬂ'pl:l: Cable indoor/Outdoor {Multi Mode)

"*s.J

vil

T\lp! = B/12 core OM4 {50/125 micron) Multi mode Loose Tube jelly
filled, Uni-tube design, indoor/outdoor optical Fiber cable,

Outer Jacket: LSZH/ FR PVC, UL OFNR rated.
Strength Members: E-glags,
Can be used for both indoor and outdoor application,

Crush Load: 10008/ 100mm (Short term), 200N/ 100mm [Long term)
% per |EC &0T94-1-2-E3.

Colour Code: ANSU/TIAJEIA-508-8,



{wit) Mak attenuation; <«2.3 d8 per k@850 nm, <= 0.5 dB per km@
1300nm,

(vill)  Operating temperature - 20°C to 6OMC

[0}  Standard Cornpliance! ITU-T G.651.1 Fber, ISO/IEC 11801, ISO/1EC
24702, ANSIANSI/TIA/EIA S68C.3, IEEE B02.32 Gigabit Ethernet, ROHS
compliant irective 200295/EC,

(d) 612 Core Fiber Optic Cable Indoor/Outdoor (Single Mode) :r-‘ "y’

ey

v 4
“F
{1} Typa = 612 core 052 (97125 micron] Single m pse Tu%hl
filled, Uni-tube design, indoorfoutdoor optical

1] Dwier lacket: LS2H! FR PYE, UL OFMR
fiii}  Strength Members: E-glass,

[} Can be used for both |

arl Compllance: ITU-T G.652.0 Fiber, IS0/1EC 11801, ISO/IEC
PANSIANSI/TIA/EIA SB8C.3, [EEE BO2 32 Gigabut Ethernet, ROHS

Sultable Junction Baox shall be specified by the bidder.

if PA System Cable

Suitable cable shall be specified by the bidder and the cable shall be of relevant 15
standards.

{8l Power Cable 25 5q mm




Suitable cable shall be specified by the biddar and this cable shall be of relevant 15
standards

(hi  Power Distribution Cable 2 $g mm

Suitable cable shall be specified by the bidder and the cable shall be of relevant 15

standards.
A
i
{i) HOPE Conduit A %
III. i e
Suitable HOPE Conduit shall be specilied by the bidder. ¢ . -

<)X

)] M5 Coanduit 20025 Sgmim p— ‘i_;.f?' Bl
I. '\1.1‘ l".- !
Suitable MS Condut: 20/25 mm shall e iedﬁ!d By the bidder,
AN N
. Th g

S
ACCESS CONTROL SYSTEM “H._é_-‘
L

1 Locking System S
fa)  Guord andTourManagement
~:'|:L % g
% A

I:FF"i'hz goard :m[yihauemmt legger is a simple device that can be instalied amywhere,
- Hoesn'| requird power of wiring and serves as Patral logger,

-Iql]:'Thr.- wﬂ tour Management Dften security guards need to have access to premises

b N i | as log their presence on those premises which means they need to have koye
W, a logging devics.

(i) The guard tour Management Patrol guard solution combines the controlled access of
the premises and at the same time includes the logging solution.

(i) All events created by the guard {by opening/locking the locks and by Insarting ks ey
in logger) are stored on the key and the logger.

[v] When the key downloads all the aceess logs to the software, a clear repost can be
tssued to verily that the user has done his rounds when reguired,

Ivi) On-ine Guard Tour Managemant system is an automated record keening svstam that



riscords fours and inspections perfarmed by security officer at specific locations in a
read time hasis,

{wiil} It albowes for one or maore card regders-to be chacked during rootine toars to verlfy
that predefined routes are completed. Security officers use their credentials at card
readers in a Sequential order that &= conduchie to thedr watch path.

[vill] Esch tour delivers events to Alarm Monitoring, allowing operators to know i
chackpoints are reached on time, early, overduse, or kate. Each guard tour station s
equipped with a card reader that i5 attached bo a guard tour controd panel,

{ixh The security management software will update the latest ;uard transaction
record wia TOPAIPY WSE or any other protocol onto Guard towr Be System,
Each security guard as he or the makes rounds from one ass| i
to the pext, All entries are date and time stamped stored

i the recorded transactbon
-happening in real time.

(k) A conventional security guardtou
1o the central office and [i%
reader or scannar but

st weadt wiithl the security guard returns
. scoritpguard tour information from 3 systam
“real Hm. canning Guard Towr Systerm, & sugegioor

l"I.

Minimum Requirement Description

1,00, 000

Last 1,000 Access (First-In/Flrst-Out)

.2 % LRI barerle

/25,000 opening or up to 2 years

AES 128hit

1% Tri-color (Green, Red & Orange)
All Acsys Lock Types ol

=20 to 55 o

A0 % 727w 17.8 mm

BLADE SUS 316L / TOP COVER PC+25% GF / LED LENS [
LCO & CHARACTERS / KEYPAD 7 BUTTONS PET/ SWIVEL

__thiw_lgl‘m_h S5 304

Quality Certification CE, FCC, ROMS

- J - - e — e e e — —

o -
i i Ji )
i
v i, ™ 27,
: i E B € 2
ik . e E - s



i

Watgr Protectson Splash Water resistance
A statuses LED [Access f N ﬂ.m..fﬁmnmed Arcoss
LED Status f Low Battery)
LED sereen allows the user to see what digits are boing
(Falif entered before pressing OK
| Certification i
Guard Locks:
Item
Make
Model
imenaian:
Material
Locks
Seurity E
| Usages a5y B
Protection Casing segs as a fobiist barrier to entry on any doors, |
EEIH-, by re-offorcing thelr rl-'l'-h'ﬂll'!.
I # | ¥ Mmyu cutting / grinding / drilling

Minimum Requirement Deseription

BR.5 k82 x 2B mim_

% im o
n%'j‘ TOP COVER PLASTIC / RAIN CAP ALUMINUM | LED
_ 3, Blue color, On / Ready |/ Busy

IP Rating IP55
Life Expectancy 10 years il
Cperating Temperatiins toESac

| Dperating Humidity 01047 RH,

| Power Supply [C Poweer Supply 5V, 100mA)
Comniectivity Wired AI-45
Encryption Algorithm AES 128bit
Keys All Key Types

“Nis




| Quality Certification | CE. BEC, ROHS |

le)  Transfer Key

Hem Minimum Requirement Description
Maka
Model
Dirmensions Type 1; 130x 120 % 55 mm
Type 2: 109 89 x 40,5 mm f
| Material Hinrdgrned S1eel I
Locks PLS Padiock [shackle removable ?
Security Can be bolted and/or welded
Lsages Easy v use (4 eany stisjan) &
Protection
Cartification
i Software Features

(i

L]

Manager is used to manage
] intuithee, !-'ll'!-'_lﬂ'm administrators use it
day functionality of the CILO Remote System,

he CLIO Wb Manager provides
computer with an Intermet

._F"‘l' dessgned to handle large, deceptralized

I

iced search options
Manages and creates! -
{a) Acciss permissions b

i i}

k) Audit trails - including activities from remote devices

e Time — bated autharization 4 e I
(d) Recurring validation —— -
fe) Raparts

Supports remote programming device management

* i

yity



F3

vl

Enables system grouping inte manageable domains

(v}  Alicws remate kg programming
[vii}  Keyand personnel managemernt
Specifications
[} Web browser: internet Explorer 7 and up
fui} 128 bt Highly secured connection {S54) 4
{ii)  Avallable in molti-language vershons "
¥ "||._ : Fr P
= e
Barriers b
fa) Crash Barners
4 I:"l-__ %,
Item 3
ke .
Madel
Crash Barrier
Blocking Widoh
Underground Housing~
impact Rate Load Minimum 1800 KI. |
Constructian "y 4| Al materiaks of high grade steel 5T 355 & AIS! stainless staal
Maximum Vehicle 1 Mater fram barrier,
E@ﬂn‘tlnﬂ afterenp
% - Framework of RSl type HEALGD or simiar bearm of
o 30 dkg/meter B intermediate reinfarcement structure of RSJ
. type IPE 120 beam of 11.6kg/m with durbar chequer plate top
+| Bioc Segmant L2mm thick providing @ wheel load support of 100kN (10,000
b | kgl according to SLWB0-DIN1OT2.
Due to the modular design of the blocking part: after impact it
shioarld ba. - swapped out immediately,
Outer framewark From RSH type IPE 400 beam of 62 1kg/m with |
100 gr more stub pieces 8 x 200mm welded externally to te In
Underground casing with concrete pour for stability. Minimum 2 nos, hinge points,

with 25mm diameter or more stainless steel shafts & bearing
bushes,

Froduct Certifications

Certified according to DOS K12 {USA) or PAS 68 K12 |UK)
(Documents of certifications to be attached from any of two

autharity}




Warning plate nearporating red round wisrning Bghts with LED

Waming piate Hluminatkan P
| Possibility to perform 500
COm Bs haur -
£ mm np::;l"i Normal raise time - 3.5 secs
condithons,
Normal lower time = 2 secs
Diperating Times Nommal use: Raising approx. 3.5 sec,

Lowering approx, 2 sec to road surface

Elactro Hydraullc Brive
Cabinet

The EHDC shall be remately located ot & mmmw distance of
25 meters from the bartier,

Hoses are rated up to 250 Bar or mor
prassure of at least B50 bar,

Hosas shall have Pastic non braided re

The connectors are Gulck lock conn e
connecthon, as mabe and fem
These have an inner dia

Flat Rubiber D—n;]:hi Wil | . 1

leakage
Hydraulic Fluid A ol HLF 27 or biodegradable
Trycraedic Fui p chosen by buyer

Sidecipn conforming to hydraubic
faprmanized in the CE norm)

andard industrial components, which
industry  standards, and hawve
: ing dimensions.
of hydraulic components shall be manifold
ta minimiie connection points, hydraulic leakage and
miLcomponent replacement without requiring the remowval
of pther hydraulic components. The use of in-line valves alone
not be used.

The electrical motor shall be copable of being removed from

the hpdraiilic puamp, sithout disturbing the hydraulic lines,

The EHDC wdll have a standard outdoor cabknet preventing
environmental exposure of the aggregate

All connections will be  Industry standard, sealed DN
connectors, on flexthle cable assembiles.

ANETARE LUSE!
Working Life Per day: 150 cycles
Cycles length: & sec
Cycles batween service 50.000 Or every Year, what comes first
Product lifetime 1 million cycles
Emergency Use By hand pump
Wedge barrier is to be defivered as a complete installation
kngtallation Linit unit o make sure that there i no assembling work on site

necessary, The hydraukic deive unit is delivered inoo separato
dirbei Lnit cabinet,




Compact hydraubic drive unit with aggregate, high pressura
Hydraulic Drive Unit pump, high pressure cylinder and hand pumg in a separate
drivee cabinet. Power 400V 4.0 kW
et Control unit. Ralse - Stag — Lower
Centrol unit in drive cabinet, prewired in factory.
Long term protection against corrosion by rine based mult-
layer plasts coating. Certificate according to ISOE N7253/
“‘E ‘“‘:I‘LT Againgt 568227 should be submitted. OEM thould have certficats for
salt testing persod of minimum 2000 hrs or more with s
significant corrosion on product.
Distance Distance 10 rosd blecker with 25m hydeauiic L
Power 4.0 kW, 400V/50 He AC, 3 - phasas &
Control Cabinet Voltage Ta N "
Standard i BES Standard ar (50 Cortification ¥
(i} Gate Automiation "z"a \(
. ,‘r i:"_
(1) siiding Gate Control Unit | ' ‘L,
hm_ : Eq] \"rr
Pawer supphy|Vac+6%-10%50-60H:) r.'
F g Eﬁi:-nr Better to sustain
Absorbed power| W) L "‘d the 1000 KG gate
Reduction ratio " 130
| Type of pinion Y= -J' 716 - 720
Mudule!-ﬂnplj-ﬁﬁ
TU% (see graph]
1B
-0 = 55
P aa
1800 to 1000
9,5-12
a0 - 50
tahph:rrﬁh_
1400 or. bpttar
B50 ar better
Absorbed current |A) 3.5 or better
Starting capacitor {iF] 35 of better
Srandard BIS 2008 Standard or 150 Certification
(1) Swing Gate Controd Linit

':..-_r'
:.4'



Parametor
Apartment, subdivision, industrial, and
Dty Type commercial applications.
Duty cycle 80 Cycles/ Hour
Masimum |eal Im'_giﬁ, f1 [m) 18(5.4)
Magizmem leal waight, b [kg) 1300 {500)
Mamimaum leaf swing, deg 115
Thrust and traction, |b (kg 0-1760 [0-800) .
50 deg opening time, secb 1% or Better
Operating temperaturs range, deg C -36'ta 75
Thermal cut out, deg € 100
Hydraulic bocking Dponed and/or chosed
Power voltage required, VACT 230 WAL
Standard | Bis 2008 Standard or on =

ic) Boom Barrier

o il

lake

M el

Wnc vehicle boom barriers  provide
ive, dependable access control for all

Mehicle entryfexit scenarios. The boom pole will
be lifted in response to any legitimate input
signal. The barrier can be operated by means of
coded cards, tokens, remote push button, keys,
ticket machines, computer or loop detector,

1.9 Sex or less

4 - B meter

Tarque Motor

Houslng: Mild Steel Powder Coated

Boom pole Aluminium and taped with red
rellective tape

Technical Features

Engineered for long term reflability, fast on-site
 maintenance and durability

Fully recessied removablbe access door

Remowabde Lid for easy access to motor and
linkage assembly

In the event of an emergency or isolation of

Power Failure powear supply, the Barrier will remain b the
locked position
Interface Boom barrier i controlled by means of a control

pane| with fallowing features:

— . - -




1 One (OV) Inpat for opening/dosing sgnal
| [pulse N/0)
2 Onet |OV] Dry input for Remote Latching
Dpenychose

3 Ong (220V) Dutput for Motor

A Dne (0] Input for beam

= ~ 5 Dne {0V] Barner PYC Loop
Péswerr Supply: 220V DC
Power Rating: 220/250V S0Hz 400W for 3 meter
& 300 W for & Meter 5
Technical Data Aogic Voltage: 220V

Dperating Temperature: 0 - 55°¢ LLF
[P rating: |P54,

Standard msmmn:ndamr 1=00
T [ g,

: - N

Quick Reaction Capability NN

The successtul bidder has to cons
provide pdditional accessories as

o

\ﬁm integrated PA system
Other Ac & -charger to charge mobile phone, camera,
F?ﬁ “K, l@ptop etc. from vehicle

i [

- . gﬂ Firit-Aid kit




INTERNAL SURVEILLANCE FOR DEPOTS

1.

Thermal Camera for Depot

Item Minimum Requirement Description
Pk
Model |
Sengor Formal Unoooled i
Detector Type VOx Micro bolometer
Camera Type Multi Sensar
Thermal Resalution B30 x 4RO, 25 He
SIrEaming Dual Stream, ONVIF Profile 5
Spectral 8and B-13p
Frame rate Hy/Frs Full Frame — 25730 Hz
Thermal Lens Bt 30[+/-5pmm 0+

Continuous Optical 4X Zoo
5(#/-1) Degree adjustable

Thefrtisl Sensithity

<=50 mi of bt

Thermal Detection

Should de -:.;?_- objet

Range and Hu or T

Visible Sensor 1/2.8" Fll HD CMOSICCD

Rasalution -

Wisual Sensor Lens - 3mim to A2%mm 30X optical oom

Output Type | 1P RNV Compliant) and Analogue

fan and Tilt 1' : 0,2* to BO%/s or bettes, Tilt: £90° to -90° range;
: _Min a0 /s

Presot Positions %, |64 Presets or more

Casing %, ] IP%6, Heater and MIL-STD-B10F

Operating co 5% |Pemp:-20°C1o55°C, Humidity: 90%

Standard BIS Standard 13252 (Part 1]:2010

FIRE FIGHTING SYSTEM FOR 1.1 TYPE ESH




1

il

Fire Hydrant System

Thi ebjective of remote water cannon spraying system s ta fght fires with waber and fosm
application by remote- cannoes, hand held nozzies in case of fires i Shed  areas,
surrcunding areas including grass lires oic,

The system broadly consist of Fire water Hydrant line, Fire Water Storage of approx. 225
Kdlolitre, AC motor driven Maim purnp set (End Suction Type, Capacity - 2000 GPM), lockey
pump set for pressutization with all required accessories including valves. special fittings,
imstrumentation, control panels, water hydrant pipeline nebwork, remote watay cannon of
500-1000-1500 gpm capacity, fire bydrant valves, hose cabinets, hoses, na et and
other components required to complete the systarm i sl resgects, r ‘.“
The System shall be semi-automatic in action and shall be taid by plpm:;r:'ﬁ“rlng the entire

ared. Tha Hydrant Syatem shall be kept prassurized at all times, pusedipﬂue-p ﬁ'ﬂmp
shall take care of the leakages of the system, pipe lines and m% i
.

Lo S
The pressure in the hydran pipe work shal be kept conflant at 9 Kgfémz. 1 the event of

fire sehien any af the hideint valve in the netsack 5 j the resultant fall in header
pressure shall start the AC motor driven Iﬁ'&hp PrESEUTE  Switches
automatically

However, shuftting down ufthtmmrﬁhmhaiamh:l for the Jockey Pumg which
shall start and stop- autamatically through n”l'esmre sWitthes. In addition 1o auto start

arrangements, the main pump :h;ﬂ'l also have an. pver riding manual starting facility by
push bottom arrangement. o %

The piping for the hydrang '{tp ivthe M| be Laid underground in soil T Metre deap
or above grownd, m#b:‘%ﬁ |rﬁqgc| shall be protected as specified.

The Fire hmts.'ihgll be. placell:at a regular spacing of 30 m in the hydrant line The
following MCLEESOTIEs are to be provided in each arm of the hydrant line,

2 No. Hydrantyalves of 900 LPM with Stand Post.

2 Ngs-REL simaBImm dia x15m long with 151 Mark Std as per 15:636 Type - 8 and
b3mm and Femuale Instantaneous coupling at the end of Flaxible Fire hase

with 151 Marked

1 Nos, of Solid et Nozzie 151 Marked
1 Hu.ﬁﬂipﬂﬂ'dnzﬂe

M'ﬁ:ﬂn Higdrant valves, all the other accessories shadl be kept inside an external
mgunted Fire Hose Box

Remote Control Monitor

The water cannon assembly along with motors, praximity sensors, lunction baxes, panzl
etc. shall be suitably installed at ground level in afe area on the fire hydrant line. Tha
reqnate water cannon shall be operated remately by a control panel, The cannon assembly
Is connected to pipeline through a motorized operated valve, Motoriesd aperatod valve
can be operated thrmah controf paned, Motors connecied to monitor shall :u-ntrnl rn-umtm




maovements = Vertical, Horizontal, Mozzle and varable flow movements End position
Feedback signals for each movemant is obtalined on control panel,

The scope covers the requirements regarding design, engineering, procwrement,
manufacturing, fabrication; assembly, testing, supply, erection, installation, commissioning
of electric operatied water cannon system bo be used for firefighting, The scope shall
inchade swpply of UL listed or FM approved foam monitor along with electric operated
remiote miechanism (remote operated  mechanlsm may or may not be UL listed or FM
approved] to facilitate remote movement of the monitor, flameproof contial panel, gate
vabve, fire hydrant fine etc, Electric operated cannon is required of the following online
variable discharge capacities:

fa) 1500 GPM [S7K0 LPM] adjustable to 1000 GPM (3800 LPM] & 500 GPM W) with
the same single nozele A% by &
i -“L i
The Eleciric operated Cannon shall be designed for meounthing | p.m?tiq; laiied
platform ftawer at fixed locations. The water cannon shall b discharge in

the form of hollow jet and spray arrangement.

betfspray adjustment, variable discharge fow
panel, manually from Monitor (without
Centre [CCC) through CCTV system.

(b} Cannon Foam Induction

= Foam In n 5 ; Foam feeding shall be by 3 separate & single
Adjua o & induction system shall be UL listed or
FMA ; Foam, controllar shauld be capable of feading foam

I% zoptal distance of up-to 50 meters from the
i2la. inket and owutlet of foam contreller shall be provided

-mim make and female instantaneous couplings as per 15;

-...___'-- of the foam plck up tube shall be 3-4 Metess, 1t should be
- possible to indect 3% foam for all the three flows, howsser, variation of
il } +20% of the induction rate |s permissible. Manual valve shall be prosdded

it foam inductor to set foam Indiecthon as per 1500 GPR, 1000 GPM or 500
GPM water Nlows

F  Cannon: The cannan shall be able to dscharge 1500 GEM, 1000 GPM and
S0 GPM [depending upon adjustment: at the Mopele) at a pressure of
100KE/CMZ {g) at the mating/maounting flange. The foam compound shall
be AFFF/AR-AFEF.

The nozzle shall produce foam with minimum foam expansion ratio 1:4.

Thie pattern ol the Water,Tanm ek nozzle shall be adjustable from straight
to 140 degrees wite wpray.

The monltor shall have traversing mechanism bo ghve 340 deg. In either
direction bn horizontal plase and +80 deg, & -15 deg. n vertical plane




through swivel joints operated by worm and worm wheel operated geared
umit. There shall be separate hand wheels for horizontal and vertical
movement of the monitor. The arrangement shall be such that maonitor
movements can be done by a single person. A1l the gear mechanisms thall
be sealed by proper enclosure to avold accumulation of dust on libricated
parts. Both the traversing mechanisms shall be self-locking type The Swival
Inints shall have 55 ball bearing with efficient sealing.

The manitor shall be online variable Aow adjustment type and it should be
possible to set either of the three flow rates easily and quickly at site by
the operatarc online without tepping of the water [/ foam flow. The
changeover of discharge flow shall be onfing and should bi»p-uiﬂble 1o e
from ELP control panel from COC gnd mianLiilly also, *

A 'h.

i
There shall not be any flanged |oint on the moniter bmﬂ onaat base
flange. Other Joint between manitor body & nozzle shall be ed bype-A
pressure gauge shall be fitted in the monitar bucl-.r ‘of norzle,
Fressure drop across the manitor s ||-=i||:| PSiLA drain
connection with valve shall be prowi flange. The monitor
shall be so designed as to resist nu;m during operation

and shall be capable of being haggied by'ane ¢ ﬂqsun Il should be possible to
operate the manitor at 12 Kgfoma infet pne-nur-e

AN 8
Rermote Control Medﬁnam r“I‘h Eh&i’]ﬁlﬂr operated remate mechanism
comprises of Gﬁﬂul oL M!Hh'nhllr for harirontal, wertical, mozels
miovernents and uarﬁhle flawe arrangement. The remote accessory also
COMpPrises oj {i.e. Control & Signal). One for controlling
the electrical to the motors & wther for connaction to proamity
srnsors for @mnlﬂi end position leedback signals. Main cables from
tnn]:nl pinel an!mrrunatnl to the junction boses [Controd & Signal) &
there n[Lm Ihe respective motars & prodmity sensors with unarmored

>4

@nmt WM cannon with variable nozrle, Is having following modes of

\___:' Remate Made. Through electrical geared mechanism from the

remataly installed controd panel,

Remote Made: Through Panel at Central Command Centre

Manual Mode: Through Hend wheels

Integration with Central Command Cantre: Through CCTV surveillance
system, the water cannon shall be able to be operated from the CCC. Al
the required software for fire detection and remate aperation from CCC
shall be provided. Graphic Condole with Pop-Up arrangement shall be




provided. Wideo Analyties for détection of FIRE and subseguent messages
by Ernall f 505 shall be grovided.

¥ Cannon Assembly Comprises of the following parts

inlet base flange
Monitor Body
Swivel Bearings

Hand wheels

‘Worm shaft
Nozzrle
Pressure Gauge

bratn Walve

Springs
Mounting Brackets
& Hardware

Facilitates Instalkation on Hydrant ling
Facilitates water path

Facilitates Horizontal & Vertical Rotation
of manitor

- ng the eccentric load
on of Monitor and its accessories

Material of Construction

55-304

55304

55-304 | 1500A5, ANSIB16.5 rating sihe
100 mm

55300

a5-304.

dgnd-wheel for Nozzle,
horizontalfvertical movemeant

| 55-304
55-304

Plick wigp tulse

PVC tube reinforced with high tensile steel wire helis

as per ASTM
DI7BS sch.BO [3-4 meter langth)
Dirain connection 55-304
Draim valve 55-304 )
Foam strainer | 55-304 {removable type) -
Foam Inductor 55-%04




| Foam inductor Couplings 55304 {63mm| i
| uts/bolEs 5t Maiiioe “Tesae S 1
* Approval

The Monitor, Foam Nozzle and Feam Induction device shall be UL
listed or FM apgroved with following femtures:

il MNozzle ¢ Mon-Asplratimg Mozl

i) Monitar Solution Flow : Online variatie flow of 15086PM, 1000
GFd B 500 GPMY in -um!e'mzdr

10 Har '
Fram |nducumn‘fi:eﬂmg ;hm- flow

{11} Oparating Pressura
{ine] induction

seftings oy, .
- - = "-_ ‘}'1'-
+ Hemote Condrol System .-h ;-; L
Electrac Panel: Remote Controf System sh ded for horizontal and

andsgcdy moverment of the monitor
flow OF the monitor from fameprool
alongawith th%mm' itor. The remote contral
L "t'q-h-"-.'.

vertical rotathon ol the cannon
nozzhe and changing of the
cantrol panel (o be sup
system shall be alect

.
Coetrol F:nﬂ I have minimum following Indication and
control functi FHOORO,
Push Button c?nﬁ?mm infication Upildanm;, ight /| Mokt
moEments
Push button cantrol u.r&h indication Spray [ jot
lf'mh'hu_rtnn eontrol with indication Variable flow (1.e 500,
F s 1000) 500 GPM
. , .;_1 -\-1"'_-\.
“ipush H?ﬁnn with indication an/off Open /Close Isolation
.I'll " J".
".'-. Poweer On f OFf Indication Lamps

. *
rof Pane| shall be complete with motor starters consisting of required rating AC-
1';, ;mtnrduhl switch, fuse, contactor and bimetal overinad relay to suit motor rating,
mator- start [/ stop push- button, selector switch, voltmeter etc. and suitabde
structural frame for mounting of the panel. The control panal shall be minimwm Ex-
n f Ex-e f Ex-d typein ﬂmunf enchosure suitable for Tone -2, Gas group — 1A /
118 with Gl sheet canopy. Weather protection for motar enclosure shall be minimuem
IP55,

Maotor shall be minimum Ex-n / Ex-e f Ex-d type sultable for Tone - 2, Gas group A

/ B, temparature class: T3, Weather protection for mator enclosure shall be
minimum IP55. All the motord shall comply with requirements described below,

T i T

FrL]
i

f
ety
-



T

anship and Finish: Al the parts shall have good workmanship and findsh,
and sharp edges shall be removed. Passages for foam/weter shall have

Minimum conductor size for power cable for Control paned shall be 4 mmd copper
and all cables shall be 1100 Y\ grade PVC insulated, PVC sheathed, armourad fire
retardant type.

Power and Signal cable of 150 meters length for eaxch motar shall be provided along
with the supplies for connection between the monlitor mobors and control panel.
Flameproof luncthon Box, Signal cable of 150 meters length for motor operated
isolation valve and commaon cable tray for above cobles sheall be supplied plong with
each monitor,

P Central Control Centre (CCC): In addition to the abawe FLP Control P

imeonitar shall e able to be opersted fram the Centrl Control | The
movement of the moniter shall be wewed by the help of

¥ Perormance:  With prassure of 10 KEgfom® {g) at base at 30 o
35 deg. from horizontal the Monitor shall llowing

peﬂnrl;ninm!:

(i} Flove: 1300 GPM -

. w meters [minimum)
{iii) Howrizontal Foam Thirow-45 maters
inimisrm); Horzontal Water Thiow
S0 metiers {mibilmuim).

d on the basis of arithmetic average of throws
nitor base flange to epprovimate centre of the faotpring] in
Edupwind directions at prevailing wind speed at the time of

C

perforn
or

dath findsh,

$ £
¥ Painting and Marking.:  All external surfaces shall be propesdly shot I:Ia:re& -
provided with two coats of primer followed by two coats of final paint finish of 50

s FIF o
micren, o J 4
. L L

.z LT T

The water cannon shall be kept near to the sheds and hence special blast proof treatment
should be proveded on the cannon such that in case of any exploshe the same |s able to
withstand the impact. The said painting shall also be corrosion proof and feak proof, thus
enhancing the life cycle of the water cannon, Vendors / Bidders to submit technical details
of the sald painting f coating.




= Sihe Work: Erection, installation and comrmisséoning of the monitor at site shall be
in the'scope of the cantractor,

¥ Information/Docioments requiied from bidder

) During bid submission:

®  Detsils and drawings of the offered foam cum water
manitar with tull of material of monitor & accessories.
Details & Drawings shall be in ine with Ut Tisting or FM
approval documeant af the vendar. B

" L
s 8 N .
#  Parformance details ke, L " -
A \
o Projectile curves of botirwa Fomm streams
showing horl ; r loam and
water at W : I hm degree  from

lerﬂm: ™
.II E .Il.
i F {shapeSsize, area] of both streams at
- Hli:mr of with supporting calculations.
"

ﬁqﬁ?ﬁw“ the monitor.

=: Hendpsrrn g dotads of the progosed fosm induction
Wstem and schematic sketch of the monitor with Foam
t-_- __ N & induction and foam source slong with the technical bid.
Y Ll
b

-

. ~ = Valid certificates of UL Listing or FM approval af offered
b manually operated foam-curm watiss monitor, foam nozzle
7 ' and foam indwction mechanism,

- *  CMBRI/DGMS/CCOE approval for flame proof enclosures
% for motors & panel,

* Proven Track Record of the offered or higher capacity
wariable fiow (mindmum two flow) monitor is per tender
specification along with site activitins.

= Goneral arrangement Flan (GAR)  Incorporating  the
stipulasted inspection and testing requirements.

{1} At the Time of delivery:

- e P

L)
"y
';-Iti"



{c]  Specification for Motor

¥ Codes snd Standards: The Motal

the

Standards). In case of i

o A% budlt drawings of moadtor assembly,

®  Electrical circuit diagrams for junction boxes & remote
panel. Cable vermination details & cable schadule.

= Installation procedure.

& Al inspection and testing records.
= Dperating and Instruction manual,

f -
= Testing and maintenance manu

ts shall comply with
BIS (Bureau of Indisn

Latest editions of
ndards of the country of orign

shall be applicable, = eguivalent or Aringent than the
applicable indian shall slso confarm to the provisions
of Indian ElectF les-and other regulaton currently in force in the

Q : Operating Conditions

are not applicable or not covering any
ds tssued by (EC /25 (VEDAEEE /NEMA or equivalent
icable, in case of any contradiction between variows
' iﬂ:it-i-un!. J Data sheets and statutory rigulations

W This specification
Code end standards

* Ambient Conditions: Motor shall be sultable for operating
satisfactorily in humid and corvosive atmosphere found in
refineries, petrochemical plants, Service condition shall be ay
wpecified i the motor ﬂp‘ﬂhfﬂ- If net specificathy qmmpne:l
theredi, 3 deslgn ainlient of 452 C and an altltude not
vceading. M00M -shiove TEan saa lvel shall ba takalt I to
consderation,

® Freguency and Voltage: Unless otherwise agreed motor shall
be designed for operation at rated output under the following
conditions:




*  The terminal vodtage differing from its rated value by not mare than

16 %00
»  The frequency differing from its rated value by not mare than + 1%
o
= Starting

* Unless otherwise specifled, motor shall be designed for ondine
starting with suitable protection. a

*  Motor shall be designed for reacceleration under foll load after a
mareniary Inss of voltage with residual voltage being 100 % and
is in phiase apposition to the applied voltage | i,

*  Unlews atherwise specified, all motors shall be Lultiblna for s'l‘lﬂhl
under specified load conditions with 7586 the ratediwoltage at
thie motor terminals % }-‘ .

= Perlormance .ﬁli'-":ll.' hﬁr-""*-‘
N

* Motor shall be rated Hx mgrmﬂ;l.'unl ‘duty oycle (53], unloss

otherwise speci -: ﬁ
= Unless ot B current (35 % rated cuprent)
shall not d poct tos boberamee,

= In mr‘gﬂ:uﬂhmﬂ, when starting with reduced voltage Is
specifiad, I‘.al‘l,;;-hall hiﬁaluan such that the design valugs of torgue
malil’-thu,h-nd requirement while 2t tha same time complying to
. “Stagting gonditions mentioned above in 5 Na. 1,

> Cofspruction

- "'ll "hsuﬂl!lnﬂ Unless. otherwise specified the motor shall b with
"t {Ia'ss W insulation a5 a minimum, in case of motor with eliss F
f' I insulation the permistible temperaturs rise above the speciflad
ambient femperature. shall be limited 1o those specified in the
applicable indian Standard for class '8 insulition

i i F In case of motors driving equipment with palsating loads,
" 1 special care shall be taken for the joints of rotor bars and end
s rings 1o avoid premature failure due o induced fatigue stress,

* Terminal Box and Cabde entries.  The terming bax shall ba
suitable enough to tacilitate easy connection of the cables, The
Lerminal box shall be with necessary clearances, creepage
distances between live parts and batwesn five parts to earth
considering air insulation and without any compound filling,

The terminal bow shall be provided with cable lugs and entries for
suitable cable glands corresponding to the size of the specified

cable. Nickel plated brass (or ahminium [f specifically required),



double compression type cable glands/ flame prool cable gland
shall be supplled along with the motars fod the speeific cable size.
Equipment and accessories shall conform to the hazardous area
elassification and the emironmantal conditions as specified.

The terminal box shall be czpable to withstand interral short
ciréuit condithons without danger to personned or plant.
Appropriate phase markings as per 15 shall be provided inside the
termmidnil box. The marking shall be non-removable and indelitle.

i

1 axpandable to 10

153 per loop

Addressable monitor/contral 160 per lnop

imadules




Promary Input Power; | AMIPS-24: 110-120 VAC, 50/60 Hz, 4.5 A masim.
ANPS-24E; 240 VAL, 50/60 He, 2.25 A maximinm
DC Oubput: Main 24 VDC: Lp ta 504
Au 2 VOO Up Bo 5.0 4
5 WIDC: Up to BU1S A,
Temperature and humidity 0~ 497Cf32 - 120°F and at a refotive humsdity 93% & 7% RH
ranges Imoncondensing] at 32°C £ 2°C (90°F £ 3°F),
Approvals | UL Listed: 5635,
LLC Listed: 5635,
MEA! 232-06-E.
Fire Dept. of New York: COARG114. &
CSFEM: 7165-0028:07 24 !E‘.nmm!n:lal].
M Approved.
FME320 Approved. Class 6320 for mmhlm v
Standarsds UL B64 (Fire} .
UL 1076 {Burglary).
UL 2572 |Mass Noti 30 wersion 20
or higher)
LOCAL {Auto
Supervisary] %
ALXELIARY th :DH.H Waterflow) (requires TM-
ertific '
| Weight -
| Operating Temperature | il e
Relative Humidity {non- = g‘-M
condensing) R -..,.ﬂl.p
P Rating & lemp 2
Operating Voltage . [2728W0C
Ervironmental i?h%*"j_ll‘i?
ﬁf@&g A
':I.,'- I. 1
'IZ-. .
IR-UN Fire sensor
Spectral 3600-L-LB:
Response UV OUIRS - D280 micron
R 2.5 - 3.0 micran
A600-14-L46:
LIV RRS - 0,260 micron
IR 4.4 - 4.6 micran
Reaponse Tirme Typicalty 5 seconds. High speed 150 msec response to saturated
signal

e



SEnsitve 1sq. ft. (0.1 5q. m) n-heptane pan fire from S0f (15 m)

Range

Fiekd of View 1000 Horlzontal, 350 Vertical

Temperature Dperating: -67af o 16¥oF [-550C to 150}

Range Cperating 'D_nl:ll:rn.' -BioF o 1B50F [-550C to B50(]
Storage: -6ToF to LETaF |-550C ta 850C)

Humidity Up to 95% non-condending (withstands up to 1008 BH for short
poriods]

Heated Tor edirminate condensation and icing on the window

Dptions

Electrical Ciperating Voltage: 24 VDU nominal | 18-32 VDIT]

Specifications Power Consumption;
Standby: Mk, 20 mA (110 mA with heated window]
Alarm: Max. 130 ma (160 ma with heated window)
Cable Entries; 2 x %" - 14 NPT conduits or 7 x M25x 1.5 mm 150
Wiring: 17 - 22 AWG {2.5mm2 - 0. 3mm 7)
Electrical Input Protection; According to MIL-5TD-12758
Electromagnetic Compatibility: EMIJAF] protected to ENG1326-3 and
ENG10-5-3
Ehactrical Interface: The detector includes twetie |12) terminads with

fiwa |5] wiring options {factory set]




Cutputs

Approvals

Redays:

*  Alarm, Fault, and Auxjliary
= SPST walt-frer contacts rated 5A at 30VDC or 250 VAC
&-20mb [stepped)

Sink [source opton) conliguration
Fault: 0 + 1. ma
Warning. 16 ma +/- 5%
BIT Fault; 2 mad +f- 10%
Algrrnd 20 mA -+ 5%,
Mormal: 4 med +f= 10%

= Resistance Loop, 100-600 ohms
HART Protacal: Optional HART communication on the 0-30 ma
analof currént [F5K] — used for maintenance, configuration changes
and asset managemant, available in mA source output wiring options
R5-4£5: HS-4B5 MODBUS compatible communication Bnk that can be
wied in computer cantfol installations

" O & & & @

Huzardous Area

® ATEX RIECEx
Ex 11 2 GO
Ex die HB + HZ T5 |-550 1o 750C)
Ex die HB + H2 T4 {-550 to 850C)
ExtD A2 L 1PRESXT T 9500
Ex t0 821 1P66/XT T 1060

= FMJCSA
Classd Oiv. 1, Grouwps, B, C& D

Class W D 4, Growps E, FR G
Performance

ENS4-10 {LPCB)
FM-3260 (FM)

= [NV Manne Appeoval
Relability

= [ECH1508 — SiL-3 (TUW)

= POC Approval: Petroleum Development Oman Certificare of
Reglstration

= |50 90i0r1:2008: Registered Quality System




COMMUNICATION SYSTEM

L

Line Exchange 200 Line
Iterm Minimum Reguirement Description
General IPPEX 1Hardl.;';reﬂt Software] shall be prowided in high availability
Requirerment configuration.
LAl The system should support IP or SIP 23 well as TOM ﬂ W gan be
S SEpERHIE Rooug R 8 et —
Showld be compatible with all telecodm inte
terface providers
It should compatibie with IS0N PRIE
Type OF interfaces trunk. it should also provide l
dewices, '
Type of Extanshan Arsl
ogy, Digltal, 1P, 5
Sugiport e
Expansion of IP Telephone sions should be expanded based on quantities of
Extensions data swl available,

modutas, expandable; embedded P Server-
)1 architecture, hawing Unix or Linug  or
t spaEating system software based platform, The system
s hot standbyfActive-Active arrangemant so that it should

L o operate In case of fallure or maintenance of main
eqane or power supply or interfacing card or CPU etc. The systam

an axternal Gateway.

'.'- support 1P or SIP a5 well as TOM. The TDM can be supported

Confersnia bridge that can manage multiple calls {min 5)
simultaneous confernes,

e L e

Support for ACD Call Centre with CT1 and advance call routing

Call Center Suppart Standard 5P based [P Platform, Session Initiation Protocol
Communication over an MPLS or Multiple Label Switching Protocol for connectivity
SUpport of call center to other call center communicaticons,

Qutbound Calling | o shail allow outbound calling fram the IF Phones,
Support

General

Requirement

The system shall supgort local announcements and music on hodd,




General
Requiremint

The systemn shall be abie to provide interface to 150N PRI

Fratures

The system shall be able to provide following features like Basic Call
setup, Name and Number Support, Transit Counter, called or Calling
or Busy or Connected Mame and Mumber, Mame Identification,
Diversion {Cail forwarding], Diversion (Call forwarding) with Reroute,
Call transfer,

General
Requirensent

The system shall have inbarly web-baced software For adminkstration
and maintenance of the system It shall provide the fallowing

| features: 457

r
P The software: shall provide GUI based inter{acs for configuration
and management of the system : &

T b

F The Software shall provide realtime |
reports regarding health status e.g. up or d "
& resource utiliration statistics ete “ﬂ‘lﬁ.“ﬁ 1

L

thorization logs ol

B The wystem shall malntain ﬂw%lhd

the users accessing the e:"lth!_ﬁhmw system, The

bogs shall include hfurmng ahuiii:psér'sqm have login into the

| date and time, |

= i aﬂlﬁpméi# re about station akarms, trunk onalbysis,
ms%ﬂa capacity et

m shall have inbuilt web-based software for administration |
ang m lemnl;:_ﬂ the system. It shall provide the following
T

iy

iqjlltmr;: shall provide GU| based interface for configuration 1
d manageément of the system.

P;I_hE Software shall provide real-time information o- alerts and

| reports regarding health status &g up or down states, performance

& resource utilization statistics ete. of the system and its

Gemneral
Requiremeant

® The system shall maintain the in:nuntlniqmd suthorization iogs of
the isers accessing the components of the telephony system. The
logs shall include information about users who have login into the
system.

B it shall be possible ta schedule tasks The tasks could i:E e ar

mare operations thatl the user can specify to run at 7 predetermined
date and tima,

—.f

1t shall provide reports about station alarmes, trunk analysis,
Processor ooCupancy, wystom capacity ebe

The 1P PEX system should provide complete inbuilt encryption
capabilities or features without any external firewall, with the ability

to encrypt all traffic (media and call contro! signaling) between IP



phones, saft phanes, call controllers and all other associated
endpainis via 8 strong encryption algorithm fike 1IP5ec or SATP #ic,

=

The systerm shall provide features vie. silence suppression, comfort
nodse and voice activity detecton,

it shall provide some featureés as ghve below but not Bmited to these
this list. it can be expand further baved on requirement

= Call forward all, Call forward whila busy, :i"fﬂl’*ﬂ{lﬂ answer
F Wy

» Cill hold, Call Drop and retrieve -

B Call Waiting and Retrieve (with ganfiglizable guilible slerting)

an on IF phone

dial from phone

= Hands-free, speakerphone

b —

B Last iumbser rediol

» Malicious Call 1D and Trace

» Abbrevizted Dial, Speed Dial

The system should hava 1P address and connected to the netwark




The system must support log services for both Internal and External
commands and configuration history for at least 30 days

Radio Interoperability System

"

The interoperability gateway should offer multiples input channels for radio entry

padnts

The interaperabulity gateway shoukd have abifity to interface radios, computers,
1P yicten feeds and smart phones within a common mault-user Inu-ripu.

-
The interoperability gateway should be an independent nudz re;llr:allnn and
does not require a centralized server or services to maks, break o manage mukti-
node ConneEckons.

o -e' -
The interoperability gatoway should hawe ability to break nat-ch»m even when the
systems are disconnected or Mes mth.rnﬂ.- connection.
The interoperahifity EEIIE'#E_H'E.IHII be lﬁlu!'l!d @ unigue server  identification
number.

The interoperahility gateway thall tupp;:!rt 26-pin voice and data interface ports
for radio connections while offering remote radio control for select mobile radéo
madets,

Th_lnuﬁpﬂahlw Bateway should have unlimited gateway scatabdlity, The base
system should have ability to add any number of input channels or 1P
connechions,

The interoperability gatewsy should support an activity log with the ability 1o
double-click on a tramsmission for instant recall.

g

Tyl The interoperability gateway shall support an unlimited number of simultaneous

COMMUnICATIons, cross connects; o patches based on the number of assets
oonnectad.

The interoperability gateway shall support the sbifity to create pre-set
groups and radio conbigurations: When sebected by the wier, the gateway
recreates the groups snd radio configurations.

iy

' it



k. The mteroperabiity gateway chall support the ability to interface to remote
communications radios at towers using standard tone remote control ores with
tesivi contradl hardware options.

I The interoperability gateway shall support the ability to offer remate contral tanes
that are user selectablie. Controds will be user selectable by audio frequency,
tonefs) duration, sequence of multitones and tone level output, Remote control
tones will be capable of outputting audio levets that will key the remate
transimitier -

_:I"

. The Interoperablity gateway shall support the ability to support all comventional

radics, HF, VHF, UHF, 700800 MHz trunking, conventional arhil-rrﬁitaw radios

Fie- T
i The interoperability gateway shall support a simple to learn GUI with touch

screen design. { '1 °{' p

o, The interoperability gateway shall support the ;rl_hillt'!r_!:n configure patches with
simple to use cluster groups.
| sN A"

p.  The interoperability gateway allows the user to create patches by selection of
repeater tower locations or radio gateways

!

. The interoperability gateway offers the abélity to configure a port via predefined

saftware profiles il
-'..I .l.'-:l "'.- ol -9
f The interop ility gatewary shall suppart the ability to save all settings channel-

by channel hasis.

P g 0 0

% Thi nteroperability gatesay shall sugport the ability to configure channels on
e Ty with no impact o gy othar channals.

B

The system offers the abifity to set up magor user types including (1) System
_ Administratar, (2) Dispatcher and [3) User. Users miay be assigned rights and
privileges regarding which Functions maybe performed by the user,

u, The Imﬁ-ﬁeﬂlﬁw gateway shall support the ability to store and forward audio
to acoount for delays within a trunking radio system.

v. The interoperabiity gateway shall support the ability to allow all channes {radio

‘selact chassis) to interface With the “ready” and "ransmit” handshakes with s
trunking radios,
g
| ""ur-r' ﬂ*nr



w. The interoperability gateway shall support the abidity to interface with Nextel PTT
radios. Remote users with Nextel PTT phones can communicate seamiesshy with
any gateway channel s81 up 1o network with the radio sistem

x. Tha interoperability gatewasy offers full contral fram o remate-client statian with

the ability to- perform all systemn administrator or dispatcher functions from client
stations.

y. Theinteroperability gatewsy shall support the ability to log-in musltigle users
within a shared waorkspace [optional computer portsh, All users ses f.-!t-rm:nts
created and alfected by Osers within the system

- b T
£, The interoperability gateway shall support the ability to l;umrrmnh-..am wia TCH/Ip

protocods. -

a3 The interoperability gatoway offars the ability for rermote dient stations to
control all radio functions availabde from the connected radio front paned, R
frequency, power levels, channils, rones, scan, talk-around, ste. This capahbifity is
dvmilable svioming the radio has a computer control capabifity

bib, The interoperability gateway shall support the abifity to ereate "Dispatch
Groups®, The dispatcher can communicate with all radeos, phones or computer
terminals connected through the gateways by PTT & dingle on-screen élement
whereas all assets within the group remain operationally indepandent and da not
hear cross r.nu'p'u.;:h._.The memiars of - the dispatch group miy benemit to tha
dispatcher directly. Other members of the dispatch group may nat listen 1o
communications between the du.p.-.ut:mr and the Indsvidual membaers. Tha
dispatcher funrtmn shyall aliow for frequency and traasmit control of the redios,

cc. The interoperability gateway shall support the ability to establish “Private®
connections between any gateway channels, Private connections act as nested
groups and allow communications only between the gateway channels connectad
in private,
% {
%, dd, Theinteroperability gateway shall support the ability to place radio entry points
~ inboth “Talk Groups™ and *Private”. When the gateway Is connected in both
modes, the operator may listen to both the normal Talk Group and the
Private connection.
ee. The interoperability gateway shall support the ability for remote users to controd
or communicate with the radio subsystem server via TCP/IP wired network using
RIOS clignt software. Remote wiers can porform all functions (Le,, makebraak

connections, start pecording, ete.) &s if they were physically located at the server,

.|I-l4"}



fi. The interoperability gateway shall support the ability to select the priority of the
Slisten to” radio entry point. Thi pricrity may be changed n real time by the
dispatcher with no impact on switch operations

gR. The interoperability gateway shall support the ability to be connected using a
remote IF connection, &g, VPN using the Internet [with opticnal VPN set up and
roastier]

hh. The interoperability gateway shall support the ability to be connectod wsing an |#
network to form a Radio Wide Area Natwork [RWAN]). The WM will allow the
user to sefect which gateways are allowed to partlcipate in l.h::_ radio w{;{n area
netwaork. Selection of the gateways tervers will be done simply by adding from a
drop down lst. Upen selecting the gatewiy assets to participabe in the RWAN,
the selpctad servers will appear in the hared RWAN “workspace”,

fi. Theintoroperability gateway shall support the a"hliir-.r;a_:ﬂs.ﬁlafm AWAN sites in
selectable colors indicating a BWAN ateway, As'setr- Frnmthit Incation will be
color-coded onee connected in the shared m:rrtspau:r.

li- The interoperability gateway shalfl support the ability to cantrol RWAN
connections using site permission individual to each asset. Site permission shall
inciude the ability to protect 11] patchlng rlghl and [2) manitaring fight from the
remote gateway. §

kk. The hnernprfgh'ﬁﬁvpgalu;r‘g shall support the atility to create "chat groups” by
the sedection of the computer station icon. Chat groups are defined as multiuser
capable text messages with the gateway interface

IE, 'h-l-IH_I.II!Fm?ET'JEmTh} gateway shall support the ability to allow for the connection
.i of @ rowter (8021 1x].

F L The interoperability gateway shall support client software that cah manitar in

! mono and stereo mode,

nn, Theinteroperabillty gatewsy shall support awdio channels with individual valume
contrals.

o, Thi Interoperability gateway shall suppors the ability to communicate with B25
compliant radins,

3. Radio Set







INTEGRATED COMMAND & CONTROL CENTRE

1. Command & Control Platform/Application

[l The Integrated security systems software shall support the Tollowing systems on a
single platform with a feasibility to creste/modify the reports as per chent’s

requirement. The software shall support multiple web chents and deskiop clients on
client server architecture.

(i) The software shall be an integrated software platfoem to monitor gﬂl manage the
below system modules enabling the end user to have the comiort and eanvanience of
establishing a single point responsibility for the monitoring, m emrkgl:ul:hﬂp
of thair facilities.

= P hased CCTV monttoring and re-c-nrding \ ﬁ""f
# 1P based thermal camera monitoring and

#  Perimeter Intrusion detection
= Fire Alarm system

s Communication sy<iem

{111}  Access control system and CCTV T ddeo transmission and recording

including evant (access and | linke recor g shall be supported.
(1] The softwara mllmuFEI standard wniication protocils,

1
i,
S N o~
{al Systan.ﬁrchrtecrum?\' N e, W
- .ﬁl.,"r g

medular and must hawve a highly scalabde architecture that
acalie up to manage multiple sites across varled geographles

=
[I|]{_ & appli stion shall supgort single / multiple [/ clustered servers o meet the
o, ments af the implementation If required.
|
(T} il ic form the application, database, communications and user  interface

y be installed on a singhe Server [ PC. As the system expands in terms of
complexity, functionality or volumié of data processed it shall be possible to install

thae different application server components in multiple machings and support full
elient server architecture for the user workstations.

[ivl The responder shall be able to provide |oad testing reports for defined scenarios
covering a defined number of events / alarms [ concurrent wsers on client
warkstations and defined number of hits to the database. This shall be available both
in & LAN and WAN environments, The responder shall be required to establish a
proal of coneept under the defined koad conditions and provide detailed foad testing

reparts and sllow inspection of the simulation in the responder's own faclities if
naad be,




(] The application shall support communication drivers for various real time systems /
hardware platforms that need to be brought under the command and control
infrastructure. The application shall support the ability to include custom developed
communication drivers and provide an open architecture in interfacing multiple third
party systems that may need to be brought under this infrostructure,

iv} The application shall be designed for high avadlability, The solution-architecture shall
optionally support dual redundancy in the servers and back up servers. 1t shall also
supgort remote replication of data for disaster recovery. The application shall
suppart remote diesktop client workstathons that shall be abhgltu work as
independent servers managing a local site | wet of sitet in case of H;lr'lnuﬂmlw [
with main f standby servers. Responder shall be able to prq.!jhh uleﬂlhﬂ system

architecture and a white paper on how the proposed applicagion mqlp. these
TEQUArEmEnt.

b}  General Requirements o N )?'}_
|

i The application software shal
manggement of variows servic wllhu‘l-‘l?u
across multiple global

ted “apphcation for the
CRMILS O 30 enterpdise

fii} The services [ d ge&'lm# software shall Include Access
coivtred, Peri trusian detection syitem, Fire, fighting, CCTV Systems
B

[hh the mrm w‘é'w wtegrated back end database for all these
Il prowide an integrated GUI [Graphical User Inferface)

ﬁ:nr mt-n and reporting across these disciplines.

(v} o Theap it#&gn shall be based on latest technalagy such as Microsoft NET
& R f\ -
(vl Thiz ? lication shall nat require administrator privileges on the Operating

(Wil The application shall comply with a distributed 3 ter architectisre, There
shill be a comman Business Logic layer and & single Data Access Layer that
shall control access to the database.

\l"': {wilj  The application should support M5 S0L Server at the minimum, It is
desirable that the application alse support S0L Lite and MySCHL,

|viii}  The application shall provide an option of using a desktop based GUI as
well 35 a wel based UL

]  The web based Ul shall provide all functionality as the deskiop GUIL Web
Ul restricted to alarm monftoring or anly partial configuration shall not be
acceptable.




i} The desktop Ui shall be designed to allow maltiple séreens to be opened at
the same time, The user shall be able to fix windows [dock) or keep them
floating.

i} Flaating windows shall be dragged to another monitor in the case of a PC
supporting multipls monitors. This shall facilitate. graphics views on one
maonitor and lst dews of wided o ansther.

[wiijf The application shall provide a familiar Windows point and click
environment. |t shall alse facilitate easy learning by pr:rvidlng__q-.ﬁ:h&:ﬂess
s ke toolhars, &
I.:h 1' #
{xiii}  Thespplication shall display all configurations in at‘ght ) 'm@:;m.«"

{a) Hierarchical tree views fof displaying all Merarchical

(b List wiews that list all configured
{xiv] It shiall have the follewing Tree

{al Site Tree — Chogiscls

fb)  Object
&

A
R

&) ClekMiow - %; shall be groupad like 3 windows explorer folder

wise] Bipérator configuration actions such as add/edit

fl;a;pnsﬁble from ether the free view or the Bst

an the application should be asynchronous and shall not
operation, fore.g., bulk data change should not hold up

mmunication scross loyers shall be encrypted. AES with 128 BIT key for
symmatric shall be acceptable. Natie encryption shall not be acceptable.

Data transfer acrosd layers shall be compressed 1o provide aptimum
wtilization af bandwidth.

{evili)  Communication across layer shall preferable be over HTTP with suitabie
awthentication, Responder to specify communication technology, port
used and authéntication mechanism.

[xix)  Login from the Web U1 shall be using M5 or 551

{ax)  The application shall not store any form of passwords in clear text. All such
passwords alther in configuration files or in the database shall be
encrypted, AES with 128 BIT key, Native encryption shall not be accoptable.




{xxl]  The access to database shall not bo based on the defsult user; the
application shall use a specified or pre-dofinad login,

fmaii) It shall be possibie to designate a desklop as a specific workstation that
expikes ondy a defined funcBopality like a specific Video Workstation

Irmespective of the logged In operator excluding the Master Usar or
Agiministrator,

{wxili)  Application shall provide for the sbility to copy esisting configuration
across hierarchies _

(o) Agplication shall also provide the ability to clone [creats: multiple
instances) of a configused entity. & manimum of 50 dones shauld be

possible in ane user action, v W LY 4
it
T '-1\
iel Events & Alarms \ }* L
= % i i,
|| »
i It shall ke podsibibe to define mes sﬁg& velﬁ or as alarm globally
for the system % . . L
{ii) It shall be possibbe fo de;‘ﬁ alirmt;,n r;;p.ure re-entry of operator
password before process Kﬂ'

() The system shall Support up to 255 alarm priorities. Each alarm priority
shall be assosiated. with 4 :ulnr for easy identification ol the alarm's
criticality, :

i) usmfﬁﬁn define Up-uatnf instructions for each alarm from each
me

o ifl’.'ﬂ.n]vp-c:rl'. akarm encalation where unacknowledged alarms shall
ana reparied to supenvisory workstations, Time out for each

HE@F alathen shall be disfinable

. , (v}~ The application shail disploy alarms and events in separate windows, Alarm
) W 4 window shall pop up (o become window on top) in case it s minimized

‘U . and an atarm is received.

(vi)  The slarm window shall group slarms by priority, The group header shall
display the total five alarme and acknowledged alarms in each priority,

[visl) 1t shall be possible to regroup the alarms by bocation (sites] or application
type on the fiy.

fix] Alarms messages shall provide the following minimum data-

{a)  Date & Time of ocourrence. Alarm Description (in case of  perimeter
Intrusian/Access cuntml.u"tth"}




%

1] Location.

ik Davice Description.

(1] Card holder name (in case of access control system card based alarm);
{e} Prioriny {In case of grouping other than priarity].

(1] it-shall be possible to double click on every alarm and get additional data
that shall consist of the following:

fa) Alarm struction for the operator,

8 :
[b)  Alarm Action capture. This shall MMM
entared by the operator, This informa | be sﬁd with the

operator id and date time stamp, _
3]
[d]
ie)

fai) 2-stage alarm management. Operators

pt and after investigathon and closure

{ii] il it i proceved. b shall be possible o wsually

alarm and an scknowledged alarm,

pasible to process a group ol alarms, In such cases the
all prompt for the logged in opérator's password.

i ilarms (lve alarms prior to loging shall be displayed separately as
History Alarms. History alarms shall be grouped as:

aj Today
{b)  Yesterday
e} Twrn Wepks

{dy  Last Menth

{d) Operator Definitions




(1 It shall ba possibile to create Operater Group profiles. Unlimitod number of
grougs shall be posiibie,

[if] Group Profiles shall define the operator menu rights, actess rights and action
rights.

{uil] Group profiles shall also define the events and alarm routing, Group Profiles
shall also define the rights to scknowledge andyor process the alarms routed,

i) Individual eperators may be created and assigned to the group  profiles. The
following minimum definrtion shall be possible:

fa) Password Change on next logon. 4

(b} Password change nat allowed. | . L .
Icl Pitiarard Disabled, o

[d) Aute Log Out period. h W

1=} Valichity davs. L .

n Partitions [Sites) allovwid for

L[] Apglication dlschpllnﬂi-ﬁn.;gs{ 'dl nm;mn.] allowed fos
access:

7] Operator password musy fﬁ al iq‘]: F ination af 6 alphanumeric
characters long, mntuné . character and at least ane
character incaps.

3

vl  The appllcaﬁnh_'ﬂall%[ alluw Iql & passwords 10 be repeated.

[vil}  The applieation :hiTI' nntrl-'-.r Epity of the asiwond if the validlity Is less than

15daysl,
fiwiii ) _Mltﬂ'ﬁm il'u.ll #Ié'ﬂ for an operator to have Menu and edit rights for an
4 ob via.carthholder, but is shall be possible to restrict the view tes avoid
.-an-; arum Tike address, mobile number ste.

fix) it shlmn possible to restrict operator access to limibed workstations in case
1. of desktap U1,

le) Reporting
- S a The appdication shall provide a comprohansive reporting engine,

{ii} Normal day te doy reports shall be predefined and shall consist of but mat
limited to the following:

fa) Listing of all master configurations

ib] Listing of all Group Profiles and the rights

fel Listing of all operators and their sssodated group profiles
(e Listing of Card Holdérs/paint lists with respect to each plant
(e List of all alarms based on date and time

L} List of all normal events based on date and time.




it}

(v}

[v)

{vi)
v}

iii)

L}

&

These reports shall be avaltalle in Crystal Reports or eguivalent reporting
ool

The application shall provide an-additional report option where by the user
shall customize the view based on;

lal Groups
b} Sort order
[e) Column Selection [based on predetermined sob set)

The application shall also provide far 3 customiz
whereby report formats shall be created at site,

Foflonwing:

{a) Report title
i) Growp Headers and titkes
ich Column Selections (all finlds in
{d) Sort arder -
1= Filter criteria based
shall be logical (<,
avgl functions.
[f) Font size, for color and

1 The aperathons
and aggregate [count, swm,

formats created and reused,

ability to export to the following:

icathon shall provide for creating a data log.

shall be passible to defing unlimitad palnts and their freguency for data
lopging.

Frequency shall be selectable:

[a Cuarker Hourly

i)  Hourly
{c] Dalty

id} Weekly
[ Manthly

Notwithstanding the frequency specified, the data log shall also include  all
state changes.




would be provisioned under the Aoor. The datacenter area would be
protectod under 24xT surveillznce and would hsve biometric [finger print]
Bated access control,

= Electric Room/hattery/UPS room
= Officor's cabin

= Support Staff rooms
[a) Standards For constrection and interior works in CCR &

The scope of the propect includes construction of control room, designing. engincering,
supply & instaltation of ICCC interiors with air-conditionars for ldnqum E‘mﬂt of

entire control room space. As the Contral reom is a sig plm;u. |l‘h ImI'J-Eﬁ‘tI'ke
that It 5 designed properly In terms af kﬂhﬂt)ﬁ anmnam-.-
Vanous aspects should be considered while ﬂt-.:my]g ﬂ;n area to creats
wleal work place; considering physsolog % n.l'E:a::m"ib of sight and field of
vision and cognitive factors such as co ation a%uﬁi!ptmw a4 per 150 11064/
o eoiivalent. '..'-'ﬁ"‘l_.‘h g -

The Architects & civil tnwinee#?éxpem Id underiake the dedigning of the interior

of the ICCC in such a tashlon so that they shalt refect human factors requiremants
inchuding the following: ‘\J

*  Satistactory enviredmentateonditions for operator personnel. Inchuding noise,

airﬁm': lem?isrlh.l{n ..’;nd hiumidity, and precautionary measurs under

. u?iﬁqgnhﬂ-_;:;'ﬁu_ﬂﬂﬂm [like fire} beyond acceptable limits.
. tﬁdnquit‘!‘_ space for personnel and equipment tor the movements and
ij. ll.'“hl'IIIEr'ﬂﬂhE.' are required to perform during operation and maintenance,
' under both nermal and emergency conditions.

 _Adequate visual / auditory status information and ather communication links

L;-I l’D ’ between personnal and equipment under normal and emergency conditions.

-t . Adequate llumination for the performance of operation, control,

maintenance and training.

* The controd room shall be built as per the criterla of “Hurman Factor
Engineering” to improvise the efficiency utilization of the operators and
privvide them Fatigue free working environment.

= The interiors should be designed to
o Ensure maxkmam standard of safety.




-

=]

=

Allow Flexibality
Minimize maintenance
improve operator's efficiency & aleriness.

celection of fire retardant/rated material is must.

fmplementation agency is responsible for setiing up and D&M af entire ICCC

including all the, ardware and software, Intenar wirk for setting-up of icct

at phwsical space pronkded by authority, Nnbwork Cabling, Electrical Works,
ned Fixtures, CCTY Surveillance & of thea: ICCC,
Vi HF

Video Wall, Furniture’s a
Access Control Syster etc. 45 per the scope of work.

« The Implementation agency will have to prowde. all ne

contract durstion.
s Video Wall; A siate of art 65" LE]

Followings are the
a The video wall shall
different input “Seroen |o.g., several intersections can b
r) display technology to provide the flexibility to
era system, TV signal, recorded video, and
o r five monitoring and eantrol of yanaus application &
. ofiratofshall be provided with grve workstathon with three mmanitors for
g fonitoring alang with one intercom line.
af the control roam onky
Celling,

Imnr- agencies scope of work and suppty
d its components incheding Ergonomic Study, Desk,
fﬁ:ﬂm& panefiing, Partitian, llumination defined in this document shall be on
Hurnkey basis. The expected sire.of the eontrol would be 2000 5q. f.
s  Design, Engineering, Manufacturing, supply of all related goods and providing
d services including Instaflation, testing, integranion, pommissioning
ate. all complete, preparation of related drawings, decumentations elc. of the

the 1CCC @n

4 all relate
at site to the

control ream.
Quality assurance 3nd commissioning of the complete SystEm
compiete satisfachion ol the ownet/consultant,

-

il
&
g,
o 3 2
- O e ‘ 1



E1]
ib]
]

Timie & Attencance with workfiaw,




3, Command and Control Room

Thie ICCE building will have Command and Control Room (CCR) where the aperators would

be sitting. Below is an indicatiee & suggestive layoul of the proposed CCR. The éxact floor

dimensions and Interioes of the bullding would be nalized by srchitects & the chil Enginesring

muperts who will be designing. the ICCC |J'||I'\"_‘-I.l[| SUrucTural designg and mtarsor planming 5

designing. The plan indicated in this section i indicative & suggestive in nature, The final

architectural plan and redevant details shall be wubmitted e paratily, o

el B¢ -:’..J
L'm W USE U g

el e ¢ Tl 1:':".

e b o — s —

B

|
WIHE will #lso house the Datacenter, electrical & batteny/UPS room. The details of

- "'"I

the following are as below:

& Datacenter: This area will housa all the core IT infrastrscture which includes
the server farm, storage, security and other datacenter assets in a controlled
emvironment. The datacenter-controlled environment would provide clean
power, adequate cooling, fire & hazard protectbon and physical security fof
the datacenter assets. The architects & civil engineering experts will design

the Int_g_r[r::rs of the datacenter where in the cabling [both power & nebtwork)
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v

(vil
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[x]
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@] Graphics

({111}

f Wl

it shail he posibde to define a polnt In more than one data log with
different lreguencies.

The application shall provide for unlimited points from within the data  log
to b displaved as a trend chart

It shall e possible to-select o period on thie trend chart and oominto i,

Trend tata shall also be represented as 3 summary omssting of-

EY Max valua. il
4] BAin valus. L .
fc) Average for the plotted duration P 3

¥ N ' 4
It shall be poisible to select the color of each point charted on the 'Lreﬁ-l:i

: Wy, T
It shall be possibic to save the rend N o

: b !
. e

i
5

L 1
The application shallnrm'ld n:mn"‘igraphuu.muuuu

it shall be pmslhlt,m. .:- the graphics module to
create a griphh:.al re i cen ﬂg:eﬁdllnl
The Im.ngestﬂ'[bu |mueu1|w usirig o link button,

It ahullmmhlﬁell ne.n: devvice propertees for each type of plysical
hardwarn like: dﬂnrs I'rl

I shall be Dﬁﬁ!hle bo create more than one generic device for each
hnrﬂﬂﬁm witth unlgue properties like icons, actions and states.
%

1?hh h*‘mm: to position these dewees into the imagesto  indicate

aetual Ineation within the installstion.

E'HI] Jtih&ﬂ be passible to associate 3 group of images and create an animation.

.y !

bwili]

(ixh

Genedc devices shall il:npﬁl animation files for varkous starns

Generic devices shall be associated with a specific instance of hardware to
create association. For example, Main Entry Door shall be dssociated with one
Ernert door device,

It shall be possible to define a specific instance of hardware in to
mnitsre than one generic device,




(] it shall ba possihle to display analog values as a horizontal bar, wertical bar
or a5 plain text. Measurement unit like Celsius shall be definable and visible in
the graphics.

{i) it shall be possible to define which Image must be popped up in case the
device goes into alarm.

il it shall be possible to perform actions from the device lcon on the
graphics.

[xl§li b shall be possible to veew up o5 live alarms from Hd‘!'riﬂn.wice on the
graphics & %
NS

() 1 shall be poksible to view the device configuration HBm (R

{mw) Thie system shall allow graphle pages 1o
disciplines. It shall be possibie to defin
syatem device Including cameras,

SENSOTE
{h} Interfaces
[i} The application shall be interface options.
(i} To Interact with third party appli it shall be possible to access and
and events from external applications wsing web
{ i) impart cardholder data from an excsl
" import from a pre-defined excel template az well
Ity to map the excel columns to the required database
[iw] s0 be possible to programmatically import cardhodder data

fr L ora C5Y fle. Any external application shall be able o push an
XML ar O5Y e based on a schemer. The interface shall process the file- and
d, modify or delete cardholder's records,

fa) It Eh.iﬂ b possible to cuport events or alarm to a text file.
The following definitions shall be possible.
s Frequancy.

fc] Fil& nama.

(] File extension,
F ey ie) Flelds required.
3ﬁ_r r i) Separator

[v] It shall be possible to export cardholder data to text or XML file,

[} The application shall be a comprehensive solution that supports the
following plug in rmodules,




The control room salution provider must be 150 S001, (S0 14001, OHSAS

18001 and 15027001 certified,

Wall paneding, celling B desk system shall be seismic zone % tested and

certified from government approved test laboratary.

fb) Minimurm Required Specifications for COR, components

e

= Control Desk: - if
& Structure: - Every desk shall be standing on i|ﬂﬂﬂum'ﬂdem Witem,

L)

the pole shall have 200 mm diameter and rnlrdmtfﬁtl‘.ftqrn wai?ﬂ'qﬁﬂl'mn

at ofcumterence. Both the load carrying po

il be w Basdeusn

elements on the extreme shdies of ; ﬂ-aatlng CPU

Cabunets shall be installed an these % nek shall be ridued
gt by S

by 130mm from floor and ﬂqﬂmw t%l‘hehum exireme gnd

palkes. The CPU c-ahmel.ﬂﬂlF :un-'qj Eﬂ"uﬁd aluminum shutters.
Strmght ﬁwei.l’pfﬂ
table texps ot ﬂiﬂll be dee nacceptable,

The itandal,'d' fr-!l'ﬂl width shall be 1160-1250mm with an overall height

of 711- ?’E'l.qm.tn l:nw:: ttandard seated height applications.
Co.d';hﬂill Bukky, ‘boxy type-desk of metal and aluminum strocturs

#hall be deered uhBconptable.
.w}"l-_shﬂl-.pa rauted into the cabinet through the pole. Froper

rnﬂﬂiteﬁinm mcess points to be provided via sultable snap fit plastic
mietad covirs,

Table Top: - The tabie top core shall be made up of aluminum and shall
have 2 mm thick acoustic laminate finish on the top. Desk top shall have
# feature of tilting by 2 to 5 degrees with help of noise free mechanisemns,
Front Edge: - High-density Poly Urethane Foam molded on industrial
@grade aluminuem core to form S0mm deep tapered edge 1o be instalied
on worklop, The Edge shall be mechanically replaceshle within 30
minutes in case of damage or wear without opening or remaoving the
worktop,

Cable Managers and Rear Edge: - All the cable manager openings and
rear edge of worktop shall be protected from no spill molded PU edge, 5




=]

S

ram high abowe worktop surface to prevent llguidd from spilling inside the
CPUfEquipment Cabinet.

Slat Wall: - 60 mm thick Curwlinear Slat wall shadl have radius matching
to the CPU cabinet shutver, Sfat wall shall hawve inbuilt mechanism for toeol
tess B effortless shiding of the monitor arm across the length of the
console withowt removing the monitor poke,

Muaonltor Arm Assembly shall have auto-lock, push & add/remove die-cast
aluminum extendible arms of 150mm each ﬁ tood | less
addition/deleon feature to-cater future requlrﬁnr_ﬁ T%ﬁﬁﬁ:addithn

{ detetion in less than a minute, UL certificate tﬂgéﬂ\ﬂd Wﬁﬁ

=

the bid. ?‘h \'b\j

cahinsis.

Look and
salve mio

shall be wltra-moders & unique, To
in future, the panelling shall kave inbuily
5 :_Sq:imﬂlnﬁ to change the colour without ordering

Gypsum, wood, Fabric and painting work shall be desmed
Lin in the control room anea,

and panelling system shall be a combination of hexagonal and
rectangular dasigns defined befow, -
Hexagonal deslign: - Hexagonal ceding and panadling shall be made up of
utq.?ed aluminum periphery rigid enough to pais seismic mt
mantloned above., 3
Rectangular design: - 25mm deep troy type panelling tiles with rounded
cormers shall be snap fited to the main structure and Armby hold in place

by die-cast aluminium corner locks. The die-cast locks shall be attached

ta the main M5 strueture or min 16 mm,
Tiles: - Tiles shall have minimwm 10,000 micro-perforations per square
meter to achiewe NRC of 0.6 Sound Absorption Coefflcent by diffuse field

bk



method, 15 B225-1987 “Measurement of Sound Absarption Coafficient
in Reverberation Room™ {Equivalent to S0 354- 1985 and ASTM £23-50),

o Hexagonal system shall extend possibility to integeate various Faw
materialy like Solid surface, Fabric, Glass, Metal (perforated and non-
perforated), illumination i the tiles to form multiple design
combinations, .

0 Structurg, - The structure shall be-made up of 1 6mm thick powder
coated steel structurs; 4

0 Cut-guts for LVS:: Panelling shall have provisions to accommadate Video
wiall in an aesthetically appealing manner x‘--“ LY _ d*

o Wall Panelling System - Lockable & Mﬂmuhﬁiﬁ*ﬂ panelling
tile having secure locking arranpam +
arfangement enables easy replace

i g
- seconds: The feature shall pr ¢ Ilit;l""'i:!b:hiﬂgilf'rlles in one
colurmn through gravity. & '\.. |
iﬁ\%‘ ""-. -n.-
"b_:_.
~_¢;1 "'-l"

« Doosdl

0 mm‘!ﬁ'ﬂ% door spring and locking arrangements and both way
-—tg_.'lﬂﬂﬂ.: ﬁ’ﬁﬁ.m with rigid therme fused film metal panels. Spacification:
f n.ﬁr;n thick Metal paned sheets, cavity filled with glass wool lnsulation of
r ‘.gt:lg;ﬂl? 2kg/cum in rell form of make inside adequate quantity. Material

Laaesmy of the partition and that of metal door will remain the same.
o Metal door with Toughened Glass Vision Panal: - The door shall have
ID - 100mm frame [made of same material as that of wall Panelling /partition)
U and shall have 12mm thick glass pane in between, Glass Properties:

Safety {temperad): when broken, must split into ting harmless pieces,

= IMumination: - Control Room lumination shall be designed as per 150 11064,

L




3. Workstation/Desktop

Ew

— -

Minimum Requirement

Processors

Latest generation XB6 Processod

3.2 GGha or Higher

hin 3 MB

Mother Board

Latest serles 64 hit chipset _{f

or external GEM speaker

Either on the Dispay systom or mr.hais? %

Inteld/OEM

16 GB DOR-IV [2400 MHE] ar
expandable up 1o 63 GB

Graphics Card — 2 GB

1x PCle w16 and 1 PClaow

Display

21.5" orhi

Miscellansous

[minimum two USB 3.0 ports
part 2o higher in front] 10/100/1000
VGAHDMI, Display Port/HOMI/DVI,
Sterso Head Phone/Combao port and other
ports, tool less cahinet, TR 2.0

rralfinternal 180 W or higher Power supply
=B5% efficient), Active PFC

Tower

OpticalfLaser USB

Internal Bx or higher
Standard USE

Preloaded Windows L0 Prof B4 bit Windows/Linux Lbunt,
M5 Office. Adobe acrobat miﬂ[ll{ihnﬂwm et

1 TE SATA (7200 RPM) or higher capacity




DATA CENTRE COMPONENTS

1.

Chassis Layer 3 Care fiber switch

5. Mo, Detalled Technical Specifications
Architecture
! Switch tapacity - 1.4 Thps or higher
i Switch lorwarding rates < 18pps or higher Y .
L 106G/ Gigabit - 24 ports scalable to 30« 110G fiber ports : & y
40 Gig intertace for uplink - 4 scalable to 12 x 40G Pors 4
4 Mon-blocking switch archilecture and modular wim sy-_r.:en'rn .
Switching features ‘\ ?I
5 B02.3ad based standard port/link mm&tlwm £, stowm control
B Suppart at least 4000 VLAN and 1m,mu Mntmh
- r;: ;rn?f::;, ;:mntm hMmhwqu?x} and IEEE BO2. 10bb
Security - b
B B2 1% Nﬂmhﬁm_lsr m:d ‘Radlgg."TACACE AAS authentication
g MAC MWHIHBBEEH on source and destination address
10. support for various ACLs like port based, vian basad and L2- L4 ACLs
11. quughm En:-&gul plane {Das| protection
12 rfhﬁ_iwmaa.hl:;‘ijﬂ SUPPOTt MACseC, S5H v1 & v2 and Dynamic ARP inspection
5 Network Protocols
1 Layer3 routing protocols like Static, I, OSPF, DSPFyE from day 1 for the
% sohution
| 14 f_-l The switch should support MPLS, 12 and 13 VPN and IPv6 Tunneling
| | Qualtyotservies
15, B numbser of hardware gueuss per port
16 DSCP, 802 1p and FCoE
Multicast
17. IGMP vl v w3 IGMP snooping, PIM 5h and MEDP
High Availability
18. Tha swatch should suppart 155U and BFD

r



Managpmant
T SMNMP w1, w2, v3, RMON/RMON-1| enabled, 55H, teinat, GUI, Web
: management and should have dedicated Management part
30 The switch should support €U wia consale, telnet, ar 55H and should have
! image roliback option,
31 Switch should support port mirroring feature for monitoring netaork traflic of
! a particular port,/\VLAN.
22 Switch shouid support Link Aggregation on two different switches,
23 Buitt-in real-time perlarmence momdtoslng cagabilithes €, %
24. Power Supgly: Switch should have internad Hot hinp&&ﬂ{#iﬁ@f?
supply . El
5. Cooling Fans: Should have redundant cooling FANS
26 | The switch should support NEBS \b_ .
Switch should be stackableVPCY/Equivalant rﬁm be provided
"
foom day 1) M
28, | The Switch should be EALY/ NDRP ciittified @i
29, Cerification - CE, FCC, UL 1

( '.‘.-'
2. Firewall -

5. Mo,

H @ echnlcal Speciflcations

An:hltecﬁﬁ ‘Jth__-q

rity platform shall be capable of providing firewall, IPS
and =) | lity simultanaously,

{support Application visihility and control, Antivirus and

T
B

AfEhoald support Advanced Threat Protection like malwane and oo

%Flr
i BELS
atfodm should be based on real time, secure, embedded operating system,

|
Capahbility to detect hardware fallure during power up and before golng online

G Should provida Stateful Railover.

7 HA configuration that uses dedicated HA-control interfaces apart from the
mentioned traffic interfaces

B Shiould provide active/active and active/standby failover
Sessbons

g Should support wpto 2Milion Concurrent sessions and at beast 50,000 sessions per
seLond
System Throughput




10 | Should provide 9 Ghps Firewall Throughpit
11 Shoubd hawe 4 Ghps IPsec throughput
12 | IPS throughput of 3Gbps
13 Memaory - alleast 1668 or hagher and 100GE stovage
14 Support: - IKEv] and v2, IPsec VPN-standards, 56-bit DES. 16B-bit 3DES, OSPE

routing, x50, Up to #56-bit AES data encryplion
15 | Authentication, Authorlzation and Accounting (AAR) suppart: RADIUS, TACACS

or TACALCS

Support for: Metwork and application level attacks ranging from malformed
16 packet attacks to Dos attacks, Support R5A and Diffie-Hellman, MOSSHA-1, SHA-

128, SHA-256 -

DHCP reday; -

Fanwards DHCP requests from internal devices to an adminstrator-specifisd E_h
v server, enabling centralized distribution, trm:kjng_mw miunﬁmnce of 1P

addrasses, L

Frovides: s, _!r'ﬂ

Rich dynamic NAT and PAT services ; H-ldlra:truj.nl I'H.T andiTransparency; Static
yg | NAT and PAT services, Stateful and stapsliss and 20ne Based firewall; Denial of

service (DS} protection; Traffic anomaly protection MPLS [RSVP, LOP) , MPLS

VPN, Virtual private LAN service {YPLS)

Management ;}E_ _,i
19 ‘Web based m.magt_mt !&ﬂppm.ﬁ.ﬁ_m niboring
20 | Accessible through -.-a-iet-mF methods % Telnet, Consode Pary, 55H
21 | Dedicated Out-of- M_%Iﬁ!Ehﬂ'l!! inkarface
37 | Support SNMPYL, vZv3 s
- Showtd havagthe abifity, to Lrg.ue customizatie administrtive rodes/profiles

Imonitoring only, read-onbaceess to configuration),

Software h_l.l.IH_ e
] um-:n rﬁmmm QSPF, BGP. VLAN, DHCP. Support for IPv6 RIPng, DSPFyI.

Power Supply_
5 i Intarnal Redyndant Power supply

“Minimum Interfaces Reguired
Eﬁ_ 4 No's 10Gig ports and 8 No's of 1Gig Ports

[ L
* 8 port {10/100/1000) Industrial Field Switch

i’
S.No. | Parameters i Description
Switch The switch showld provide § ports 10/100/ 1000 Mbgs T POE+
Architecture parts, [with minimum power budpet of 240 ) and switch
1 and should additionally have 4 GE 5FP uplinks. )
performances Switch should have wire rate switching capacity of minimum
24 Gbps or more
BOZ. 101 VLAN on all ports with wm:l-.- of minimum 156 V0LANS
FJ r 2 featu
oy " | and minimum 1K Mac addresses or higher

il




Spanning “.F.‘LEEF_‘.E‘:'“' a4 per |EEE BD1.1d, BO2.15 and B02. 1w
Should support improved resiliency with support of ERPS or
equivalent for ring topology

Link tion controd ol {LACP} as per IEEE BOZ 3ad

Switch should suppart IGMP ¥ 123 as well as IGMP
snoaping and minimum 255 IGMP Multicast Grougs

B —

Switch should support cladsification and scheduling as per
IEEE BOZ.1F on all ports ad four Bgréss queuss per port.
Switch should supgort mechanism of applying Autormatic Oo5

3 Eplality r{;ﬁ! or eguivalent mechanism
Switch should support eight hardware based iy | EUINR
or eguivalent to guarantes that the hlgh!:%‘ !
are serviced ahead of all other traffic %,
Switch should support ACL's, r.u:m:s_ RADI &~ an
Sacurity Spoofing, DHCP snooping: DHCP optionB ARP
. Inspiection (DAL, I® source guard and B =
5
i
7
8
9
1

IEC GO06H-2-32

Relative Humidity of 5% or 95% Non-considering

stabiliey and
credibility

OEM should have supplied minimurn 1500+ switches in any
surveillance project/multl-location project in Govermment.

To ensure stability and credibility of OEM | Company shiould
mot have any history of marger § acquisition in fast 10 yesrs,

. 24{10/100/1000) Port Managed Switch

5. Mo

Parmameter

Minlmum Technlcal Requiremant




Switch

and
Performance

Fi Featurs

Auchitecture

naﬁiq..
F e N %‘bﬂnshnﬂdn-ppnnlﬁhh’vlfﬂfviasmltanﬁhﬂﬂf

Switch should have 34 Nos. 100100/ 1000 Base-TX auto-sensing
plus with minimum 210G 3FP+ uplinks,

Should suppart stacking wsing dedicated stacking ports with.
minkmum 40 Ghps upto throughput

Swatch should sippord [k - aggregation  ascross multiple
switches in a stack,

Shoubd support stacking of minimum of eight switchas

Switch should have non-blocking wire-speed architecture.
swln-_h ihnuH mppﬂt!hﬂw iPvE fram day UM

Swidtch should have non-Blocking switching [ihi"i: uF mln-lmum
124 Ghps ar miore & 9

Swiltch shauld have | Feurwarding rate of fﬂ'nln"i‘ﬂlp &0 anﬁ@hﬁfe
Mpgs.

ey e e AT —

IEEE 802,10 VLAN tagging.,

B2, 10 VLAN on all ports
WLANS and Ak VILAN ids

Support for minimum & k
Spanning Tree Protodo

VEEE 802,14

Miultiple Spanming WProtocadl as per IEEE BO2 15

#apid ing-Tree Protbealas per (EEE 802 1w

Self ng. of unn!.’q & multicast MAC addresses and
d VLANS

Control Protocol [LACP) as per IEEE 802 3ad,

functionality for measurements using a network

w2/ v3snooping.

| Switch should suppart classification and scheduling as per

i o | [EEE 802.1F on all ports.
#l=a, - | Switch should support DiffSery as per RFC 2474 / RFC 2475,
i w| & Swatch should support minimum 4 [four) quewes per port,
w : Switch should support QoS configuration on per switch port

Cuality of basis.
3 S-EE'-:E [Go5) | Switch should support classification and marking based on 1P
hires

Type af Service [TOS) and DSCR.

Switch should provide traffic shaping and rate fimiting features

{for egress as well as ingress traffic) for specified Host,
network,

Sarict peiority quewing guarantees that the highest-priority
packets are senviced ahead of all other traffic,




Security
FEAIEs

Switch should support MAC address based filers) sccess
cantrol lists {ACLs] on all switch h parts.

e ——

Switch should support Port a4 well s VLAN based Filvers/ ACLs.

Switch should support RADILUS and TACACS+ for necess
restriction and authentication.

Seciire Shell [55H] Protocol, HTTP and Do5 protection

IP Rowste Hlteﬂn;. ARP 5p-uuﬂng. FHCP snunpmg efc

TR e

Should support OHCR snooping, DHCP Optian &2
Inspection {CAl)

Should support a mechanism (o :.h ng Tree
Protocol Port Fast-enebled irrr.trh
recelved o avosd accidental topology, loops,

Should suppart & mechanism to prevent Sdge deﬁ”m nat in

Switch should suppaft statieARPEProxy AR, UDP forwarding
and IP source g

_jh_

uldd havie a l& part with R5-232 fRI-45 Interfacs
tion adgd disgnostic purposes.

be SNMP manageable with support for SHMP
on 1,2 and 3,

should support all the standard MIBS (MIB-1 5 1]

Ewiich should support TELNET and 55H Version2 for
Command Line Managiement,

Switch should support 4 groups of embedded RMON (histary,
statistics, alarm and events),

Switch should support syitem and event logging functions ms
wiell a4 forwarding of these logs to multiple sedog censrs,

Switch should support on-line software reconfiguration to
implement changes withow! retooting. Any changes in the
configuration of switches related to Layer-2 & 3 Tunctlons,
VLAN, 5T, Secunty, OoS should ot require rebooting of the
switch.

Support for Automatic Quality of Service for easy configuration
of Qb features for critical applications,




Juppart fo detect unidirectional links caused by Incorrect
fiber-optic wiring or port faults and disable on fiber-optic
interfaces

Switch should have comgprehensive debugging features
requived fof software & hardware hult diagmasis,

Should support BHCP Server ‘fE-II:'I.II‘: 1o enahle a tnnwnhm-

deployment option for the assignment of 1P addresses in
metworks that do

mmmmmnam lnmtﬂwlth
Dsrectory Services.

Switch should suppart Multiple ﬂmll?g_h-m; rnwda
clifferent Inerr_liﬂfm

Switch should mppun; NTP {Hr:wﬂq'pm ﬁﬂN

Standards

Switch should support FIP/TFTIR S

RoHS EnmphanL tqj_.__Fﬂ'"-"

IEEE BOZ 1x support LY

IEEE 802 3 full duplex o A0BASE-T ports.

IEEE 802.1 D Spannifig-Tree Pratocolk.

III'BIH T /1000 B-H.ET;

Compliance

VB Iugn ready ar Cﬂﬂied

: ": B .arn:t I:Enl‘l'ind for EALZ/EALS f NDPP or

e

.,.‘

.,_ l,l*.t,.. B

5. Sma-mmmg

5. Ne. e  Minimum Requirement
o Description
.;ﬁg.-cwe{iwj - [0
)= dth 19"
{ESE= [
14 Max Width 400mm
Max Dapth 1200mm
3 Colas : Black / standard color
? | Front Door Glass with unique lock =
] Rear Dot Steel
8 | Load bearing capacity 1400 kg




AT Do
1 | Chipset Latest lntel Chigset
2 | Form Factor Max. 2U rack mounted with shiding rails )
should be populsied with 2nos. of latest saries CPU each
3 Conligured CPU should be min. 16 core & min. 2.0Ghs or better
- ik 24 DORA DIMM slots supporting speeds up to 2666MT /s
5 | Memary configurad Sereer shauld be configurad with 25660 mnman,r
6| RAID Controller 12Ghps PCie 3.0 with RAID 1,5, 6
7 | internal Storage | Znos. of 300Gh 10k RPM HDD 4
B | OVD writer D R'W o
8 | ioskots Up to 8x PCIe Gend Slots -
Senver should support upto 2 GPFU Cards (58 has B0 condbder
0 | GPU GPU cards as per their solution requirement)
2% 16 RI45, 2 % 10 GbE LA praviding Ethernat
11 | Metwork intorface | connectivity, 2 ¥ Dualspor B tor prosading FC
connectiviey ' L
12 | 0sSupport Latrst version Server [ Linux f Unix and
13 | Power Supply
14 | S0 knadules siots supnm'ﬁ:t; redundant configuration
hlanagement i tion with Microsoft System Center,
i Integration Canlet fle.
power meter, graphing, thresholds, alieris &
L mzm b
ure mondtaring & graphi
provvide predictive fadure moniforing & proactive
17 [P of actual or impending component failure for memary,
LCPU, HOD etc -
= Aeal-time out-of-band hardware performance monitoring &
alerting
= Agent-free monitoring, deiver updates & configurateon,
power monitoring & capping AAID managemant, external
storage management, manitoring of FC, HBA & CNA. & system
health
- ﬂm—nl’-hin:!';t_m'di'ﬂm & firmware Inventory
 Jaro-tonch-auto configuration to auto deploy a baseline
TR Lt moins server configutation profile
hlaicn i = Automated hardware confliguration and Operating System
deployment to multiple servers
g « Zero-tauch repository manager and self-updating firmware
system
= Wirtual 10 management / statebess computing
= Sugsport for Redfish AP for simple and secure management
of sealable platform hardware




' Should display system |0, status information and system efrer
code Inllowed by descriptive text. LCO/LED background
19 | LCO/LED panel should light up in different eolours during norrmal system
operation & error conditions.

.
1. Storage . :
- . %
:; Parameter pinimum Requiremants
Converge/ | Storage solution with e point of Failure) |
Unified Staraga | Architecture. The S10rage w0l ' P BAS or SAM a5 an
integrated offering Wi ghpaviilabiity o gach |Ewel The
architecture shall'allow ypgrades of hardware and sofvaare for
i investment prateegion. =
Protocols Solution &hal . ad with required protocols for the
solution CIFS/5M8 3/ N \/FCoE/FC. All required profocols
i _rﬂﬁ‘wd o” | Hipn to be enabled.
Controllers | System tg haeminiglsm Two controllers with NSPoF Archilecturs
[ ANO single point of | slure architecture). Storage shall support hen-

ivee pnlide firmware upgrade for both Controfiers and itk

Operating Thgb;'tuﬁ'ge artay should support Operating System Platforms &
4 % :ﬁﬁring_im:ludhgz Linvux/Windows
Cachehtamonts he Mamory: Each controller/node should be provided with
' | miniraum 64 GB RAM h usable protected data cache for disk 10
- | Dperations. 1f NAS controllers with separate controllers additional
AN ciche bo be provided. The sT0rage array shall have complete
cache protection mechaniam either by de-staging data to disk/fash
R . h - or protecting with NYRAM.
[y The storage system shall b capable of providing host connectivity
i as per solution offered {Unified/SAN/NAS Scale out NAS).
I Connectivity Minimum 2 ports per controller to be provided for host
7 ¥ connectivity. )
B AAID Supports | RAID levels Supported: 0, 1, 5, 6, 10 or equivalent
g Redundancy Fans and power supphies: Dual redundhnt,hnt-?mmbhe. |
Disk Drive | Storage subsystem shall support 2TB/107TB dual ported or higher

10 Support NL-SAS/5AS /equivalent 7.2K drives in the same dovite array. |




Global Hot | System shall have the capability to designate global hot spares

Spare that ean autamatically be used to repkace a failed drive. Storage
system shall be configured with required Global Hot-spares for
every thirty drives for the different type and no. of disks

11 configured.
Capacity The capacity should be configured to meet the performance
12 requirement of solution,

Snapshots _ﬂﬂﬂ e able to take “snapshots” of the cored data Offersd:
Storage shall have support to make the snapshot in scheduled or
auto snaps. Snapshal shall support block or file as applcable for

13 walltion.
Replication The storage array shall have the E.lp!ﬂl}'f':'ﬂl da remote
14 replication using IF technolopy.
Saftwars All necessary software required for th
15 Licenyes provided,
Pabanitoring Shall support the functicnality of
16 and Storage system for all rd




POWER BACKUP FOR DEPOT

1. UPS 30+30 KVA for Control Room and 30 KVA for Field

Parameter

Minimum Requirement Description

Capacity

A KA

Techaology

Tribe= OM-LINE {Double Conversion] with IEBThr |-IW!'I-1E1’
and PWM Technobogy

5 232 port for soltware snterface

Elactrical input

3 phase 4 wire and ground

Frequency Range - 47 ta 53 H;

Voltage Range - 330V - 480V

Eﬂ'mvm::tnnr_}aﬁﬁ
zzwnc.n'mumfm (Selectabl
Frequency: 50 Hz + - 0. 1% ﬁEfﬁﬂlﬂﬂs}

| Voltage Regu

PR
'ﬂ'avefqﬂh Pure En‘ﬁ:!.rm

l‘iﬂwhtm-]

M 110% for 10 secs

Crveripad

Protection

Elﬁmﬂ%m:l‘lﬂa«d and circust breaker protection
Br h@ﬂ%ﬁlmlh low battery, input ower / undaor

}lﬂHTﬁnilm

Rl

Galvanic nmlaﬁm
B T

t@ahﬂlﬂhlnmn Free Battery, Mains & Battery with

| HH:;EHW indicators, alarms and protection with propar
battery rack

Minlmurm 120 minutes backup on full load

‘| DCWaltage

MIN. & 240 W DC
Adjusted to about 10% of battery capacity for fast charging.

Charging Featunes

L Boost [ krickle charging facility

2. Uncontralled rectifier with high efficiency and
reliability.

3. Low battery protection to avoid deep discharging of
batteries,

4. Self test disgnostic feature

11

LIPS Bypass Automatic .

Manitoring panal with LCD display to provide following
information:-

L. Input f oubput woltage

i Irmut_.{_qu_l:gmfremm




1 Lowd current

4. Charging current

LED display for:- UPS on, battery operation, bypass, battery
charge

level, etc, Alarms for |- Mains fallure, low battery, overload
Bt

1d

Environmental

Temperatuie 0250

Humidity 0 - 95% RH non-candensing

]

Cartification

Audible noise < 50 df {A) at | meter distance !

==

- A

i
or

CE & RoHS Certification with maks & ﬁmﬁu_q
mientionad on it . A

150 90012000 and 150 14001

14

Compdiance

Dimension Light Welght /

2. Diesel Generator Set

item

Recidential silenoer.

Engine water purmp.

Radiatar.

Coolant additive concentrate

e

Engine mounted lube ol pumg
Full flow spln-on lube ol filter,

in line fuel pump with Mechanical

6 Fuel System Gowernar,

Spin-on fuel filtar

1V OC electric starner.
i EH 13y DT battery charging altermator
a8 £ Yeu

i

g




MiCrOproEEor
based

LED mcluding
lamps

The control includes LED lamp indication for the fl:l-|.H}ﬂ'il'lg
lunctions Genset Running

_Remate Start Shutdown Warning

Manual, Auto and Stop

10

Data Logs

Includes Engine run time and controfler on time

11

NIHTI_I_‘_Z__HF Uata

Tes

| 12

13

Enging Data

Y

Control

Engine Metering, Altermator metering, Battle yzg!h
tunction, DE|I_'!'_5hrI'.

/stap, Configurable Cranking cycle, Slees mode nme

14

Protection

Low lube oll pressure warning Or shutdowh. - 2
High engine temperature warming down ol
Lo conlant temperatiine warni voor failure
| indication

Low and High battary vo
Weak battery wirm | t
Inckout F NN

! 'C:inl;lng

¥ e
High Or Low AC voltage shutdgwn Under Or Over
Frequency n of serging voltage shutdown.

15

Slrnﬂurmgg a Lo, aring, susitables for
m.mhuﬁjs mtlw RPM generatng 415 volts at
0.E p.f{lag). 50 He, 3 4 wire system. The alternator
shisll be Brushless type, self-excited & seif-regulated throwugh
rwill be suitable for tropical climate
& sgliant fgrum of the altérnator are:
#1155 regulation {max) in static canditions.

e oleetion with insulation. Permanent lubricating

Bearing. Permissible overload of 10% for one hour in 12

| hotirs of oparation

I

The standard Contral Panel s altérnator mounted &
fabricated from

14 Or 16 WG sheet and Powder Coated after seven tank
treatment process. Thee panel is equipped with.-

200A TP MCCH 10KA [Fixed O /C, & 5/C) Thermal kagnetic
Release With Spreader Link

PS-500 | DG At stare O stop) Al

Mig., Protection and Engine Protection) Retay Module with 2
relay, 13V 0o

17

Base Frame

Certification

Engine and alternator are mounted, coupled and aligned on
a common channel iron fabiicated Base Frame with pre-
drilled holas

CE & AaHS Certification with make & model number
mentioned on it

120 9001-7000 and 150 14001 certified,







