Work From Home (WFH) Environment

1. Only approved users and devices by the head of the organization should be
allowed.
2. The organizations must ensure provision of accessing personal computer |

devices of employees is done in a standardized and secure manner.

3. Appropriate device configuration must be maintained and security capability
must be deployed, to prevent remote access of data from outside the organizations
boundary by allowing only approved devices based on the unique parameters (MAC
ID, IP etc.) of the device.

4. Two factor authentications should be implemented on different communication
channels (like SMS for OTP and user name and password through secure protocol
over the Internet).



