
 
FOREWORD 

 
 Nearly all aspects of life of a common person are digitized      

today. One such prime facet which directly impacts a person is           

banking/ financial services. Digitization of banking/ financial       

services has revolutionized the banking experience of a user         

offering a host of conveniences and possibilities.  Online banking, 

debit/ credit cards, ATMs, e-Wallets etc has made handling        

cash/ money seamless and hassle free. 

 There are large number of fraudsters lurking out there,             

looking for victims in naive and untrained users. Reports of online 

financial fraud and incidents which have caused considerable 

loss to users keep surfacing every now and then. It is however            

interesting to know that securing one’s online transactions,       

debit/credit card, e-Wallets etc. is not a rocket science. Adhering 

to simple ground rules and a disciplined approach can secure 

one’s  digital financial activities. This edition of newsletter touches 

upon this ever important cyber security aspect and presents user 

level security tips to secure their digital payments. 

Feedback and suggestions regarding CISO newsletter are        

welcome. 
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Digital Payments are any payments made by using digital                        
instruments. In digital payment, the payer and the payee, both use 
electronic modes to send and receive money. No hard cash is 
used. 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Types of Digital Payments  
 
i) Banking Cards 
ii)  UPI 
iii) Internet Banking  
iv) Mobile Wallets  
v) Point of Sale (PoS) 
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A bank card is any card issued against a depository account, such 
as an ATM card or a debit card/ credit card. These are issued by 
financial institutions, such as a bank, to a customer that enables its 
owner (the cardholder) to access the funds in the customer's      
designated bank accounts, or through a credit account and make 
payments by electronic funds transfer and access automated teller 
machines (ATMs). 
 
There are a number of types of payment/ bank cards, the most 
common being credit cards and debit cards. However, based on 
the technology being used in the cards, they can be                       
further categorized under the following types:- 
 
(a) Magnetic Strip Cards 
(b) Chip Card 
(c) Contactless Card 
(d) Chip & Pin card 
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The Magnetic Strip Card allows customer to perform transaction by 
using the information loaded in the layers of magnetic strip.  

 
 
 
 
 
 
 
 
 
 
 
 
 
A Chip Card creates a unique transaction code during payments 
that can not be used again.  
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Contactless Cards allow transactions by waving or tapping 
cards  at an EMV enabled terminal. 
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A Unified Payment Interface (UPI) is a smart phone application 
which allows users to transfer money between bank accounts. It is 
a single-window mobile payment system developed by the          
National Payments Corporation of India (NPCI). It eliminates the 
need to enter bank details or other sensitive  information each time 
a customer initiates a transaction.  
 
 
 
 
 
 
 
 
 
 
 

Internet banking allows a user to conduct financial transactions via 
the internet. Online banking offers customers almost every service         
traditionally available through a local branch including deposits, 
transfers, and online bill payments. 
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The Mobile Wallet is an app that can be installed on a smart phone 
or it is an existing built-in feature of a smart phone which is used 
for make online transactions. 
 
 
 
 
 
 
 
 
 
 
 

A Point of Sale Device is a combination of PoS Hardware and 
PoS software to create a PoS terminal for processing a            
transaction and payment. 
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 and the PIN at  one place.
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ATM     
machine before .
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Use Secure 
Network 
Connec-
tions: 
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Enable Passwords On Devices: 

 

 

 
 
 
 
 
 

Create a Unique Password for e- Wallet: 
 

 

 
 
 
 
 
 
 
 
 
 

BEST PRACTICES FOR USERS TO REMAIN SAFE  

WHILE USING E-WALLETS  
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Use Secure Network Connections: 
 

 

 

Install e-Wallet  Apps From Trusted Sources: 
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Stay vigilant and aware of cell phone's network connectivity 
status and register for Alerts through SMS and emails: 
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Identify Points of Contact in case of Fraudulent Issues: 
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COMPUTERS AND MOBILE PHONES 
 

 

 
 
 
 
 
 
 
 
LOGIN PROCESS 

SMART TIPS WHILE USING INTERNET BANKING 
SERVICES 
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LOGIN PASSWORDS 

 

 
MESSAGES FROM BANKS 
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BANKING WEBSITES AND APPS 
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